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77T he 13th Annual Report of the Observatory for Payment Card Security, covering the  2015 
financial year, contains four parts, summarised as follows.

The statistics for 2015, which are detailed in the second part of the report, confirm 
that the decline in domestic fraud in card payments, which began in 2014, continued, 
including for card-not-present (CNP) payments, which nevertheless remain significantly 
more exposed to fraud. By contrast, there was increased cross-border fraud in 
face-to-face and CNP payments alike.

For the first time since the Observatory was established in 2002, domestic fraud fell in value 
terms, decreasing to EUR 225 million compared with EUR 235 million in 2014. Moreover, the 
fraud rate also declined, both overall – from 0.043% in 2014 to 0.040% – and in each of the major 
usage categories, namely face-to-face payments, withdrawals from automated teller machines 
(ATMs) and CNP payments.

•  The fraud rate for domestic face-to-face payments reached a record low of 0.009%, 
or less than one euro for every EUR  10,000 in transactions, while the fraud rate for ATM 
withdrawals contracted slightly to 0.033% or one euro for every EUR 3,000 in transactions. 
For the first time in 2015, the Observatory gathered complete statistical data on contactless 
payments, which revealed a fraud rate of 0.019%, midway between the rates for face-to-face 
payments and ATM withdrawals. Instances of contactless fraud were exclusively attributable 
to theft or loss of the card, indicating that this payment channel does not suffer from specific 
technological weaknesses.

•  The fraud rate for domestic CNP payments also fell sharply, for the fourth year running, but 
was still more than 20 times higher than the rate for POS payments, at 0.228%, or one euro 
per EUR  440 in payments. As a result, CNP payments continue to account for the lion’s 
share of fraud by value (66.5%) even though they make up a mere 11.6% of the total value of 
domestic payments.

Cross-border fraud continued to show significant growth, climbing to almost EUR 300 million 
in 2015 for a year-on-year increase of EUR 30 million and a fraud rate of 0.372%. Cross-border 
transactions were thus responsible for 57% of fraud, but accounted for just 12.6% of the total 
value of payments. That said, this type of fraud is unevenly distributed:

•  in the case of payments made abroad using French cards, the fraud rate is lower overall when 
transactions take place within the Single Euro Payments Area (SEPA)1 rather than outside, with 
fraud rates of 0.459% vs. 0.692% respectively. The gap is indicative of efforts undertaken in 
Europe over recent years to enhance the security of card payments (general adoption of the EMV 
standard,2 strong authentication), while other regions, notably Asia and the United States, are 
still in the process of migrating to EMV. Advances in migration should ultimately deliver improved 
control of fraud at points of sale and unattended terminals for holders of French cards;

1 SEPA includes the 28 EU Member States, the four Member States of the European Free Trade Association (Iceland, Liechtenstein, Norway and 
Switzerland), Monaco and San Marino.

2 EMV (Europay MasterCard Visa) is the standard managed by the international EMVCo Consortium, which comprises the main card payment 
schemes. It establishes functional specifications for smartcards.
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•  for holders of foreign cards making payments to merchants based in France, the fraud rate for 

transactions made using cards issued within SEPA (0.153%) is more than twice as low as the 
rate for cards issued elsewhere in the world (0.353%), which underlines the positive impact 
of the European Union’s common requirements, as well as a shift in fraudulent transactions to 
non-SEPA regions;

•  the CNP channel is the most vulnerable across the board, with fraud rates exceeding 1% 
except in the case of payments to e-merchants based in France by holders of cards issued 
within SEPA (0.529%), who are benefitting from high take-up of strong authentication solutions 
by French e-merchants.

Merchants and card issuers have pursued efforts to enhance the security of CNP 
payments, with strong encouragement and backing from the Observatory. These 
measures, which are described in the first part of the report, have played a key role in 
reducing domestic fraud.

The continued decline in the fraud rate for internet card payments is the fruit of work by issuers 
and e-merchants to spread the use of strong authentication solutions:

•  virtually all cardholders making online payments are now enrolled in a strong authentication programme;

•  take-up of strong authentication solutions by e-merchants continues to increase and now 
stands at 66% compared with 58% one year previously. Adoption has been encouraged by 
the failure rate for authenticated transactions, which is firmly under control and lower than 
the rate for non-authenticated transactions, offering evidence that consumers have become 
accustomed to strong authentication, notably through the 3D-Secure system.

Growing use of strong authentication has created the need to provide e-merchants with 
greater visibility on the operational status of authentication systems. Accordingly, a contact and 
information-sharing system run by the Observatory’s secretariat was launched on 1 July 2016 
and allows stakeholders, including merchants, banks, card payment schemes and technical 
service providers, to circulate information more effectively in the event of incidents affecting 
authentication systems.

The Observatory also teamed up with France’s regulatory authority for electronic communication 
and postal services (ARCEP) on several initiatives aimed at addressing the mobile phone sector’s 
specific characteristics in terms of CNP payment security:

•  firms in this sector suffer more fraud than those in other sectors as regards CNP payments. In 
particular, investigations have highlighted the vulnerability of the telephone sales channel, where 
3D-Secure authentication approaches are awkward to use. The Observatory therefore calls on 
firms in this sector to step up their checks on mobile sales channels – notably by improving 
customer identification – to reduce exposure to fraud;

•  mobile phone companies play a central role in France’s most widely used strong 
authentication solution by enabling one-time passwords to be sent by text message to 
customers making secure purchases on the internet. Fraudsters, though, are developing 
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identity theft techniques to intercept these one-time passwords and use them to make 
fraudulent online payments with stolen card numbers. Preventing this kind of fraud 
requires better protection for SIM card reissuance procedures to stop the cards from 
falling into the hands of third parties with malicious intent. The Observatory therefore calls 
on mobile phone companies to be on their guard when issuing SIM cards, particularly by 
improving applicant identification processes.

Furthermore, the Observatory conducted a technology watch in 2015-2016 in two areas, 
presented in the third part of the report: contactless payment technologies using mobile 
phones, and the development of new strong authentication solutions. Each of these 
areas raises major challenges in terms of controlling the security of card payments.

As regards contactless payment technologies, the Observatory paid special attention to the 
emergence of new payment solutions based on replacing the card by a mobile phone equipped 
with near field communication (NFC) contactless technology. These solutions, which have 
already been deployed in some countries and which are being trialled in France, share the same 
technology as contactless cards and thus have the peculiarity of being compatible with payment 
terminals that accept such cards.

In this regard, the Observatory notes the need for pilot schemes involving card issuers and card 
payment schemes to test the procedures for protecting the various proposed infrastructural 
models over their lifecycle. These trials must strive to assess the overall level of security offered 
by the solutions within a contractual framework that protects pilot users in the event of fraud or 
technical problems.

Before any large-scale roll-out, the Observatory urges market participants to analyse the risks 
associated with using such solutions and to establish appropriate evaluation frameworks to this 
end, with a view to ensuring an equivalent level of security to that of card payments in NFC mode.

In payment security solutions, the Observatory notes that amendments to regulatory frameworks 
in Europe, including the revised Payment Services Directive (PSD2) published in January 2016, 
seek to make strong customer authentication systematic in CNP transactions. Yet the solution that 
is most widely deployed in France, based on use of the 3D-Secure protocol by the card issuer 
to authenticate the holder by means of a texted one-time password, suffers from some limitations 
in terms of usage, notably when it comes to payments by phone or post, and convenience, 
particularly for purchases made using mobile phones.

As a result, firms are looking for innovative security solutions. These incorporate new authentication 
systems, such as the upgraded 3D-Secure protocol, which offers a better fit with mobile 
purchases, and dynamic card security codes, along with complementary measures, including 
scoring techniques that assess the risk level of a given transaction and tokenisation techniques 
based on replacing payment card numbers with non-sensitive numbers.

The Observatory stresses the need for an assessment of (i) the level of security offered by these 
solutions, (ii) their compliance with regulatory requirements, notably PSD2, and (iii) the constraints 
that they create for users (convenience and universality for consumers, ease of implementation 
and management for merchants).
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Last but not least, in January  2016, the Banque de France organised a conference 
entitled “Card Payments in Europe: Latest Trends and Challenges”. A summary of the 
conference, at which the governor gave the opening address, appears in the fourth part 
of the report.

Held on 18 and 19 January 2016, the conference explored the outlook for card usage in light of the 
latest developments in legislation, technological innovation and fraud. The two-day event was an 
opportunity for dialogue on this topic between European institutions, public authorities and market 
participants. Three main challenges were highlighted: 

•  continued development and implementation of innovation. Panellists stressed the need to 
continue to deploy contactless and mobile payments, underscoring the positive impact of 
these innovations on merchant sales volumes. For this to happen, established players and new 
entrants must be treated fairly, with regulation based on the risk profile of the service rather than 
the nature or status of the service provider;

•  the growing trend towards cooperative competition – dubbed “coopetition” – among 
stakeholders within Europe to build harmonised services and avoid market fragmentation. In 
this regard, efforts to promote standardisation and interoperability within the payment card 
sector must continue, notably by deepening the SEPA for Cards initiative;

•  payment security is a sine qua non for the development of card payments, at a time when the 
emergence of new usages such as contactless or smartphone payments is tending to increase 
the technical complexity of transactions and the number of parties involved. Keeping a close 
watch on fraud and maintaining efforts to identify security solutions in response to new risks 
will require full cooperation by all parties through non-competitive industry structures such as 
the Observatory.
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Work by the Observatory
aimed at enhancing the security  
of card-not-present payments

The rise of card-not-present (CNP) payments in 
recent years has led to dramatic changes in card use 
and affected fraud practices. For this reason, the 
methodology adopted by the Observatory in 2002 
to gather fraud statistics was reviewed in 2015. The 
main findings of the review are presented below.

This chapter also looks at implementation of the 
Observatory’s recommendations to card issuers aimed 
at strengthening the security of CNP payments. 
Issued in 2008, the recommendations are primarily 
focused on the adoption of strong authentication 
solutions for use by cardholders and deployment 
of these solutions by online merchants. Statistics 
monitoring implementation of the recommendations 
have been kept since 2011 and are provided in 
this report.

These statistics revealed a need for stakeholders, 
including card issuers, card schemes,1 online merchants 
and their technical providers, to be able to exchange 
information about technical incidents involving the 
authentication systems used by these players. The 
Observatory responded by setting up an information-
sharing system for this purpose in 2016.

The annual fraud statistics prepared by the Observatory 
show that the telephony sector has been particularly 
affected by fraud over the last two years. Meanwhile, 
the most widely used strong authentication solution 
in France is based around texting one-time passwords 
and is vulnerable to certain types of attack. As a 
result, the Observatory partnered France’s regulatory 
authority for electronic communication and postal 
services (ARCEP) on several initiatives targeting 
the main mobile phone companies, with a view to 
enhancing security in these two areas.

1| Confirmation  
for the statistical approach 
used by the Observatory  
to measure fraud

In 2015, the Observatory conducted a review of 
the methodological approach used to measure the 
value of payment card fraud published each year 
in its annual report.

There are two ways to measure fraud:

• a gross approach, which involves identifying 
all authorised payment transactions that are 
subsequently rejected because of fraud;

• a net approach, which looks at the gross amount 
less any funds recovered by the merchant or 
affected banks.

A net approach is justifiable because of the various 
measures in place to mitigate losses from fraudulent 
payments, which include the following:

• the merchant may be able to interrupt the delivery 
of products or discontinue service provision upon 
receiving information about non-payment on 
fraud-related grounds (theft, loss, misappropriation 
of card number, etc.);

• non-payment may be due to a commercial dispute 
or wrongful repudiation by a client experiencing 
payment difficulties (for example in a situation 
where payment is split up into several instalments), 
and the merchant is able to agree out of court 
with the client on rescheduling the payments or 
returning the products;

1 i.e. card payment schemes.
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• court action by the merchant or the holder’s bank 
may also make it possible to obtain compensation 
for damages and interest and/or the return of assets 
and cash seized by law enforcement agents.

However, since 2002, the Observatory has opted 
for a gross approach because of its:

• appropriateness: the gross method excludes 
attempted fraud that is foiled before payment takes 
place (for example, by means of strong customer 
authentication or the requirement for customers 
placing remote orders to produce the card and enter 
the PIN when physically picking up products). 
Furthermore, all cases of fraud recorded using 
this approach correspond to actual cases of fraud 
affecting at least one of the lawful parties, namely 
the cardholder and/or the merchant, the card issuer 
(the holder’s bank) or the payment acquirer (the 
merchant’s bank);

• feasibility: gross fraud is simpler to measure with 
a high level of reliability, insofar as data can be 
gathered from messages processed by card payment 
and withdrawal information systems.

What is more, the gross approach facilitates 
international comparisons of payment card fraud 
because the Eurosystem uses the same approach 
for the same reasons in its annual report on card 
fraud in Europe.2

However, this approach does have the drawback 
of presenting fraud values that are slightly greater 
than the amounts actually obtained by fraudsters 
and that could lead to differences in perceptions 
of actual fraud levels between holders and banks, 
which bear the gross value of fraud, in contrast 
with merchants, whose business model is more 
naturally based around net fraud.

A study by the Observatory of banks and 
merchants measured the difference between 
gross and net fraud, finding it to be less than 
5% on average.

The difference between gross and net fraud is greater 
for merchants than for banks, since the former 
generally have more room to manoeuvre to mitigate 
losses in the event of non-payment. Relatively large 
differences are also observed between merchants, 
mainly in connection with different organisational 
models for order processing.

The largest gaps between gross and net fraud are 
recorded by the marketplaces3 that primarily process 
orders involving products delivered by multiple 
merchants. Payment can be remitted for collection 
earlier in the order processing sequence than in 
the case of an order involving just one merchant. 
Attempted fraud that is prevented before products 
are delivered but after payment has been remitted 
may then appear in the marketplace’s gross fraud 
statistics without actually generating losses for 
the marketplace.

The results of the study ultimately affirm the 
appropriateness of the gross approach adopted by 
the Observatory to measure payment card fraud 
given the narrow difference between gross and 
net fraud in terms of the value of funds actually 
misappropriated by criminals

2| Progress in enhancing  
the security of internet  
card payments

Enhancing the security of internet card payments 
has been the Observatory’s primary task for some 
years. One of the key measures recommended by 
the Observatory is to phase in strong cardholder 
authentication based on one-time passwords 
wherever possible and appropriate. Since 2008, 
in fact, the Observatory has been encouraging 
card issuers to provide their holders with strong 
authentication solutions, notably through enrolment 
in the 3D-Secure system.

To monitor implementation of its recommendations, 
the Observatory began gathering half-yearly statistics 

2 Eurosystem’s Fourth Report on Card Fraud: https://www.ecb.europa.eu/pub/pdf/other/4th_card_fraud_report.en.pdf
3 Websites used by many e-merchants and typically managing payment transactions for the goods and services that these merchants sell.

https://www.ecb.europa.eu/pub/pdf/other/4th_card_fraud_report.en.pdf
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in 2011 from the main banks to measure growth 
in authenticated payments. The most recent data-
gathering exercise, which covered the period from 
1 November 2015 to 30 April 2016, covered 
63 million payment cards and payments worth a 
total of EUR 44.8 billion.

The enrolment and take-up process is now complete, 
with an average of 96% of cardholders now 
provided with a strong authentication solution. 
The few institutions exhibiting lower percentages 
(around 80%) do not raise difficulties insofar as 
holders who have not been provided with such 
solutions belong to groups that do not shop online.

Take-up among holders has increased in step 
with the migration by merchants to acceptance 
of authenticated payments. Currently, 66% of 
online merchants have contracts covering payment 
acceptance with strong authentication. While the 
population of merchants that had adopted such 
solutions was initially confined to smaller businesses, 
the proportion of merchants supporting these 
solutions has increased dramatically since 2014 with 
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the migration by major e-merchants to risk-based 
3D-Secure acceptance solutions. The Observatory 
welcomes these changes and recognises the key role 
played by several major online merchants in the 
large-scale adoption of 3D-Secure.

At the same time, initiatives by payment chain 
participants have lowered the overall failure rate4 

for authenticated transactions to 11% compared 
with approximately 20% during the initial data-
gathering exercises in 2011. Since the end of 2014, 
the failure rate has actually been lower than the 
failure rate for non-authenticated payments.5 Several 
factors may explain this trend, including a better 
understanding of strong authentication solutions 
among cardholders and more effective checks on 
websites with strong authentication. This is forcing 
fraudsters to concentrate on websites that are not 
protected by such solutions. In particular, the 
introduction of transaction scoring methods that 
make it possible to activate strong authentication 
based on the risk associated with the transaction, 
has resulted in improved reliability for payment 
transactions that are protected in this manner.

4 The failure rate does however capture all reasons that might lead to non-completion of a transaction and not only those linked solely to 3D-Secure, 
including attempted fraud, wrong information entered, timeouts, etc.

5 Non 3D-Secure payments that are not completed for any reason.
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In view of these trends, which are supportive of 
continued growth in the use of strong authentication, 
the share of online payments covered by this type 
of authentication is rising steadily and now stands 
at just over 35% of the value of card payments.

3| Improved information  
for merchants about incidents 
affecting transaction 
authentication systems

The most widespread strong authentication solutions 
in France use the 3D Secure protocol, which puts 
the issuer and acquirer domains into contact at 
the moment of the transaction. This entails the 
involvement of a larger number of intermediaries 
and technical providers in the payment chain 
relative to a non-authenticated payment.

Insofar as use of strong authentication is on the 
rise, it is right that merchants should have the 
clearest possible view on the operational status of 
authentication systems. Insufficient clarity, notably 
because technical providers are left out of the bilateral 
contractual relationships between merchants and 
their payment acquisition providers, may hinder 
the adoption of these solutions by e-merchants, 
who are worried about revenue loss in the event 
of a technical failure.

To offer a more responsive approach and address the 
concerns of e-merchants, the Observatory proposed 
setting up and maintaining a specific contact and 
information-sharing system on the management 
of incidents linked to authentication processes and 
covering the main card schemes, issuers, technical 
providers, major e-merchants and mobile phone 
companies. The system, which has been up and 
running since 1 July 2016, is based on a contact 
list kept by the Observatory secretariat. It is not 
intended to replace the contractual obligations of 
individual parties or the existing systems set up by 
different participants. Rather, it seeks to serve the 
general interest by helping information to circulate 
more effectively in the event of incidents affecting 
authentication systems, enabling these incidents to 
be identified and handled more quickly.

4| Measures taken  
in partnership with mobile 
phone companies  
and ARCEP to prevent 
payment fraud

4|1 Background

Work by the Observatory on securing CNP 
payments highlighted two sets of issues linked to 
the telephony sector:

• first, in recent years, companies in the sector have 
been reporting fraud rates for CNP payments on 
their online and mobile commerce websites that far 
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exceed the average for French e-merchants. While this 
situation may be partly due to the attractiveness to 
fraudsters of the products and services sold (such as 
calling plans, phones and communication hardware, 
top-ups for prepaid telephone accounts), the measures 
adopted to enhance the security of internet payments 
appear to have been less effective than in other sectors;

• second, mobile phone companies play a central 
role in one of the key procedures used to implement 
the most widespread strong authentication solution 
in France, namely by providing via their mobile 
phone lines the one-time passwords used to approve 
internet payments by cardholders. Card issuers 
have started to note instances where fraudsters 
have taken over phone lines through SIM-swap 
techniques. By pretending to be the rightful customer, 
fraudsters can get a new SIM card from the mobile 
phone company that will allow them to receive 
text messages to authenticate payments. Unlike 
the most commonly observed cases of fraud, this 
type of fraud does not target the cardholder or the 
merchant, or even a payment services provider, but 
the mobile phone company, i.e. a party that is not 
directly involved in payment transactions.

For these reasons, the Observatory joined forces with 
France’s regulatory authority for the telephone sector, 
ARCEP, to (i) raise awareness among companies 
about these two issues, (ii) assess the actual situation 
and (iii) identify avenues for improvement. As part of 
this, the Observatory conducted a joint consultation 
with ARCEP of the four main mobile phone 
companies, asking them about the security measures 
they use when collecting card payments outside 
POS and reissuing SIM cards to customers.

4|2 Phone companies and fraud

Although a sharp improvement was noted in 2015, 
the mobile phone sector continues to report a 
fraud rate that is well above the average for all 
other e-merchants. 

On a general note, the consultation conducted 
by the Observatory showed that companies have 
introduced solutions to protect internet payments 
along the same lines as those deployed by other 
French e-merchants, where the 3D-Secure protocol 
in used in risk-based mode, i.e. activated according 
to the estimated risk level of each transaction. This 
is consistent with the recommendations issued by 
the Observatory.

But the telephony sector also features substantial use 
of over-the-phone rather than internet-based sales 
services, such as, for example top-ups of prepaid 
mobile accounts through interactive voice response 
(IVR) systems, to which the 3D-Secure protocol 
is not well-suited overall.6 Based on partial data 
gathered by the Observatory, this sales channel 
accounts for the majority of fraud recorded in 
remote sales by phone companies.

The Observatory calls on these companies to 
continue implementing fraud-prevention solutions, 
notably by strengthening the checks conducted 
during over-the-phone purchases or through 
IVR systems (aiming at a more effective user 
identification) to reduce the exposure of lawful 
cardholders to fraud.

4|3 Protection  
for SIM card reissuance

The reissuance of SIM cards is a routine task for 
phone companies, who handle more than 2.5 million 
reissuances on aggregate every quarter.

In France, phone companies use four main channels 
when swapping customer SIM cards:

1. aftersales helpline,
2. physical branch,
3. RIO code,7

4. website with customer access.

6 Cf. Chapter 3 – Authentication solutions.
7 The RIO is the 12-digit code required in France for phone number portability. It is obtained by dialling 3179 from the mobile line whose number 

the customer wishes to keep. After calling, the customer receives a text with the RIO and the date on which the current contract ends. The RIO 
is then provided to the new company, which takes care of transferring the mobile number and terminating the contract with the old company.
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Work by the observatory aimed at enhancing the security of card-not-present payments

Partial data gathered by the Observatory from 
phone companies reveal that disputes involving 
the reissuance of SIM cards exist but do not appear 
to account for more than 0.05% of cases; the data 
also show that the aftersales and branch channels 
result in the highest share and greatest number of 
customer disputes.

Measures conducted in  2015 allowed the 
Observatory to raise awareness among phone 

companies about the importance of protecting 
SIM card reissuance in view of the central role 
played by mobile phone lines in the remote 
identification process. With this in mind, the 
Observatory calls on companies to enhance the 
reliability of solutions used to reissue SIM cards by 
improving user identification processes. Working 
in partnership with ARCEP, the Observatory 
will monitor the solutions implemented by 
the industry.
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Fraud statistics for 2015

Box 1

Fraud statistics: respondents

To ensure the quality and representativeness of its fraud statistics, the Observatory gathers data from all issuers 
of four-party and three-party cards.

The 2015 statistics calculated by the Observatory thus cover:

• EUR 576.4 billion in transactions in France and in other countries made with 71.7 million four-party cards 
issued in France (including 38.7 million contactless cards);

• EUR 15.7 billion in transactions primarily in France with 12.5 million three-party cards issued in France;

• EUR 43.9 billion in transactions in France with foreign three-party and four-party cards.

Data were gathered from:

• the 130 members of the “CB” Bank Card Consortium (“Groupement des Cartes Bancaires”). The data were 
collected through the consortium and from MasterCard and Visa Europe France;

• nine three-party card issuers: American Express, Banque Accord, BNP Paribas Personal Finance, Crédit 
Agricole Consumer Finance, Cofidis, Diners Club, Franfinance, JCB and UnionPay International.

The Observatory has compiled fraud statistics 
for three-party and four-party cards since 2003, 
using data collected from issuers and merchants. 
The statistics use harmonised definitions and 
typologies that were established in the Observatory’s 
first year of operation and that are provided in 
Appendix 6 to this report. The working group on 
fraud statistics recently conducted a qualitative 
study that confirmed the appropriateness of this 
approach (cf. previous chapter).

A summary of the 2015 statistics is presented below. 
It includes an overview of the different fraud trends 
for three-party cards and four-party cards, fraud 
trends for domestic and international, face-to-face 
and card-not-present (CNP) transactions, as well 

as payment and withdrawal transactions, and 
fraud trends for different types of fraud involving 
lost or stolen cards, intercepted cards, forged or 
counterfeit cards, and misappropriated card numbers. 
To promote consistency with European fraud 
statistics and rates collected within the framework 
of the European System of Central Banks1, data 
pertaining exclusively to cards issued in France 
are presented separately. By construction, these 
statistics therefore do not include fraud occurring 
in France and involving cards issued elsewhere, 
which the Observatory also records. This year, the 
Observatory is also publishing complete fraud data 
on contactless payment cards, after publishing partial 
data in its last annual report. Appendix 5 to this 
report presents a series of detailed fraud indicators.

1 Cf. Fourth Report on Card Fraud, July 2015, available on the ECB website:  
https://www.ecb.europa.eu/pub/pub/paym/html/index.en.html

https://www.ecb.europa.eu/pub/pub/paym/html/index.en.html
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1| Overview

In 2015, the total amount of fraud involving 
payments and withdrawals made using French 
payment cards in France and abroad came to 
EUR 416.1 million, a 5.2% increase on 2014. 
Meanwhile, the total value of transactions increased 
2.8% relative to 2014 to reach EUR 592.2 billion.

As a result, the fraud rate for French payment cards 
rose slightly to 0.070%, from 0.069% in 2014.

The number of French cards for which at least one 
fraudulent transaction was recorded in 2015 fell 
by 4.1% compared with 2014 to 868,400.

When transactions conducted in France using 
cards issued in other countries are included as well, the total amount of fraud rose by 4.4% compared 

with 2014 to EUR 522.7 million in 2015, while 
the total value of transactions climbed 1.8% to 
EUR 636.1 billion.

As a result, the overall fraud rate for transactions 
handled by French schemes, which includes 
payments and withdrawals in France and abroad 
made using French cards, along with payments and 
withdrawals in France made using foreign cards, 
rose slightly to 0.082%.

The average value of a fraudulent transaction was 
roughly unchanged, at EUR 113 in 2015, compared 
with EUR 112 in 2014.
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2| Breakdown of fraud  
by card type

The fraud rate for four-party cards rose to 0.083% 
in 2015, after being stable at 0.080% for three years. 
The fraud rate for three-party cards increased to 
0.068% in 2015, compared with 0.062% in 2014, 
after falling for three years in a row.

The average value of a fraudulent transaction for 
four-party cards was EUR 111, after EUR 110 
in 2014. For three-party cards, the average value 

of a fraudulent transaction dropped sharply to 
EUR 250, compared with EUR 298 in 2014.

3| Geographical breakdown  
of fraud

In 2014, the amount of fraud in domestic transactions 
fell for the first time since the Observatory’s inception. 
This trend was confirmed in 2015 as the value of 
fraud in domestic transactions decreased by 
around 10 EUR million to EUR 224.8 million. 
The fraud rate also went down to 0.040% from 
0.043% in 2014.

Conversely, the amount of fraud in international 
transactions2 continued to rise rapidly, climbing 
by EUR 31.2 million relative to 2014 to reach 
EUR 297.9 million, once again3 substantially 
exceeding the value of fraud in domestic transactions. 
Consequently, the fraud rate for international 
transactions was around ten times higher than the 
rate for domestic transactions.

International transactions thus accounted for 57.0% 
of the total amount of fraud, even though they made 
up just 12.6% of the total value of transactions.

Within international transactions, fraud continues 
to be kept lower for transactions inside SEPA4 as 
compared with transactions in non-SEPA countries:

• in the case of French cards, the fraud rate for 
transactions conducted outside SEPA (0.692%) was 

Table 1

Breakdown of fraud by card type
(% rate, amounts in EUR millions)

2011 2012 2013 2014 2015

Four-party  
cards

0.077 0.080 0.080 0.080 0.083

(394.9) (434.4) (455.8) (486.4) (507.2)

Three-party 
cards

0.083 0.076 0.065 0.062 0.068

(16.3) (14.0) (14.2) (15.5)

Total 0.077 0.080 0.080 0.080 0.082

(413.2) (450.7) (469.9) (500.6) (522.7)

Source: Observatory for Payment Card Security.

Char 5
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2 i.e. concerning French payment cards used abroad as well as foreign payment cards used in France.
3 The value of domestic fraud increased more quickly between 2011 and 2013 to reach a level close to that of international transactions, before 

falling back from 2014 onwards.
4 SEPA includes the 28 EU Member States plus Monaco, Switzerland, Liechtenstein, Norway, Iceland and San Marino.
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considerably higher than the rate for transactions 
conducted inside SEPA (0.459%), although the 
gap is narrowing;

• in the case of foreign cards, the fraud rate for 
transactions carried out in France using cards issued 
outside SEPA (0.353%) was more than twice as high 
as the rate for cards issued within SEPA (0.153%).

These results reward the efforts made over recent 
years in Europe, and to a lesser degree and more 
belatedly elsewhere in the world, to migrate cards 
and payment terminals to the EMV standard.

In this regard, it is worth highlighting measures 
introduced by Visa, MasterCard, American Express 
and Discover (Diners Club International) to 
encourage international adoption of the EMV 
standard. In October 2015,5 liability was shifted 
from the card issuer to the merchant in the event 
of fraud at points of sale that have not migrated to 
EMV, giving issuers a big incentive to adopt the 
standard for new cards and encouraging merchants 
to migrate their terminals. In the United States, 
around 500 million cards were brought up to 
the EMV standard over the course of 2015, or 
approximately half of the total.

4| Breakdown of fraud  
by transaction type

The Observatory’s classification of card payment 
transactions distinguishes three types of transaction:

• face-to-face payments and unattended payment 
terminal (UPT) payments made at a point of sale 
(POS) or at fuel pumps, ticket, parking and other 
machines. This category includes contactless payments;

• CNP payments made on the internet, by post, 
telephone or fax;

• and withdrawals.

For the sake of clarity, the following section 
distinguishes national data from cross-border data.

In the case of domestic transactions (cf. Table 3), 
the figures show that:

• the fraud rate for face-to-face and UPT payments 
decreased to 0.009%, or the lowest since the 
Observatory was established. These types of payments 
accounted for 66.4% of the value of domestic transactions 
but just 15.4% of the total amount of fraud;

Table 2

Geographical breakdown of fraud
(% rate, amounts in EUR millions)

2011 2012 2013 2014 2015

Domestic transactions 0.044 0.045 0.046 0.043 0.040

(211.5) (226.4) (238.6) (234.6) (224.8)

International transactions 0.367 0.380 0.350 0.316 0.372

(201.7) (224.3) (231.3) (266.0) (297.9)

– o/w French card and non-SEPA acceptor 0.638 0.759 0.688 0.636 0.692

(51.0) (62.5) (70.2) (70.0) (74.5)

– o/w French card and SEPA acceptor 0.255 0.316 0.366 0.374 0.459

(44.3) (56.3) (67.9) (91.0) (116.8)

–  o/w foreign non-SEPA card  
and French acceptor

0.892 0.639 0.404 0.336 0.353

(81.3) (78.2) (64.1) (65.6) (69.7)

–  o/w foreign SEPA card  
and French acceptor

0.122 0.132 0.135 0.134 0.153

(25.1) (27.3) (29.1) (39.3) (36.9)

Total 0.077 0.080 0.080 0.080 0.082

(413.2) (450.7) (469.9) (500.6) (522.7)

Source: Observatory for Payment Card Security.

5 Liability shift measures have been in force in Europe for a decade already.
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• the fraud rate for withdrawals edged down to 
0.033%. This mainly reflected the 25% decline in the 
number of attacks on ATMs, UPTs and POS (1,215 
cases in 2015, compared with 1,628 in 2014). These 
devices remain a prime target for organised fraud rings, 
however, and the Observatory again reminds cardholders 
to be on their guard and reiterates the best practices 
to follow when making payments to a merchant or 
when making withdrawals (see Appendix 1).

• the fraud rate for CNP payments declined to 
0.228%, falling steeply for the fourth year running.

However, this was still 20 times higher than the 
rate for face-to-face payments. As a result, CNP 
payments accounted for just 11.9% of the value 
of domestic transactions but for over 66.9% of 
the total amount of fraud.

Given the level of fraud in CNP payments, the 
Observatory is repeating recommendations aimed at 
encouraging e-merchants, particularly those sustaining 
the greatest fraud, to deploy solutions such as 3D-Secure 
that enable strong authentication of cardholders for 
the most at-risk payments. The entry into force in 
summer 2015 of the European Banking Authority’s 
guidelines on the security of internet payments has 
lent additional support to these recommendations.

In the case of international transactions (cf. Table 4), 
fraud in CNP payments to foreign merchants made using 
French cards surged in 2015 to EUR 138.2 million from 
EUR 104.5 million in 2014 and EUR 81.2 million 
in 2013. One explanation for this may be that criminals 
have shifted their focus to target less well-protected 
foreign websites as online commerce sites in France 
have phased in solutions to protect internet payments.

The prospect of the entry into effect of PSD2, which 
requires CNP electronic payment transactions to 
be protected by strong customer authentication 
including elements that dynamically link the 
transaction to a specific amount and a specific payee 
(cf. Chapter 3), should however help to turn this 
trend around in Europe.

Fraud was stable at moderate levels in face-to-face 
payments and withdrawals within SEPA, where 
EMV has now been extensively adopted. Looking 
particularly at French cards, the fraud rate for 
withdrawals in SEPA (0.033%) was more than 
15 times lower than the rate for withdrawals outside 
SEPA (0.586%), as magnetic stripes continue to 
be widely used by bank ATMs in certain countries. 
However, the gap is narrowing, notably thanks to 
improvements to tools to detect attempted fraud 
using counterfeit magnetic stripes.

Table 3

Breakdown of domestic fraud by transaction type
(% rate, amounts in EUR millions)

2011 2012 2013 2014 2015

Payments 0.049 0.049 0.050 0.046 0.043

(177.8) (190.0) (199.9) (193.2) (185.0)

–  o/w face-to-face and UPT 0.015 0.015 0.013 0.010 0.009

(48.1) (51.2) (45.8) (37.1) (34.6)

– o/w CNP  0.321 0.299 0.269 0.248 0.228

(129.6) (138.8) (154.2) (156.0) (150.4)

– o/w by post/phone 0.259 0.338 1.122 0.147 0.208

(25.4) (29.4) (29.2) (2.8) a) (5.1)

– o/w internet 0.341 0.290 0.229 0.251 0.229

(104.2) (109.4) (125.0) (153.2) a) (145.3)

Withdrawals 0.029 0.031 0.033 0.034 0.033

(33.7) (36.4) (38.6) (41.5) (39.9)

Total 0.044 0.045 0.046 0.043 0.040

(211.5) (226.4) (238.6) (234.6) (224.8)

a) The substantial decline between 2013 and 2014 in the amount of fraud in CNP payments made by post or phone and the 
corresponding increase in the amount for internet payments are largely attributable to a change in the statistical methodology used 
by the “CB” Bank Card Consortium. A slight adjustment was also made in 2015. Cf. 2014 Annual Report for more details.
Source: Observatory for Payment Card Security.
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Table 4a

Breakdown of international fraud by transaction type – French cards
(% rate, amounts in EUR millions)

French card – Foreign non-SEPA acceptor 2012 2013 2014 2015

Payments 0.687 0.547 0.532 0.735

(37.8) (40.3) (41.7) (56.3)

–  face-to-face and UPT 0.456 0.377 0.350 0.509

(19.8) (17.7) (19.2) (25.8)

–  o/w CNP 1.551 0.848 0.960 1.174

(18.0) (22.6) (22.5) (30.5)

–  o/w by post/phone 1.150 1.234 4.955 2.345

(4.0) (6.4) (7.5) (9.5)

–  o/w internet 1.720 0.755 0.682 0.959

(14.1) (16.2) (14.9) (21.1)

Withdrawals 0.904 1.054 0.890 0.586

(24.7) (29.9) (28.3) (18.1)

Total 0.759 0.688 0.636 0.692

(62.5) (70.2) (70.0) (74.5)

French card – Foreign SEPA acceptor

Payments 0.372 0.434 0.434 0.526

(55.3) (66.8) (89.8) (115.7)

–  o/w face-to-face and UPT 0.131 0.089 0.067 0.071

(11.7) (8.2) (7.8) (8.0)

–  o/w CNP 0.735 0.937 0.910 1.004

(43.6) (58.6) (82.0) (107.7)

–  o/w by post/phone 0.532 1.566 1.317 1.399

(6.5) (11.3) (13.9) (18.7)

–  o/w internet 0.788 0.856 0.856 0.948

(37.1) (47.3) (68.1) (89.0)

Withdrawals 0.036 0.036 0.033 0.033

(1.1) (1.1) (1.2) (1.1)

Total 0.316 0.366 0.374 0.459

(56.3) (67.9) (91.0) (116.8)

Source: Observatory for Payment Card Security.
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Table 4b

Breakdown of international fraud by transaction type – Foreign cards
(% rate, amounts in EUR millions)

Foreign non-SEPA card – French acceptor 2012 2013 2014 2015

Payments 0.735 0.451 0.380 0.391

(77.7) (63.2) (65.0) (68.0)

–  face-to-face and UPT 0.353 0.230 0.162 0.168

(30.3) (25.3) (21.9) (22.7)

–  o/w CNP 2.378 1.268 1.213 1.190

(47.4) (37.9) (43.1) (45.3)

–  o/w by post/phone 0.737 0.930 1.018 1.173

(8.8) (9.2) (7.7) (10.8)

–  o/w internet 4.833 1.436 1.265 1.195

(38.6) (28.7) (35.4) (34.5)

Withdrawals 0.033 0.051 0.026 0.069

(0.6) (0.9) (0.6) (1.6)

Total 0.639 0.404 0.336 0.353

(78.2) (64.1) (65.6) (69.7)

French card – Foreign SEPA acceptor

Payments 0.158 0.158 0.156 0.175

(26.6) (28.2) (38.5) (36.0)

–  o/w face-to-face and UPT 0.046 0.039 0.026 0.033

(5.7) (4.9) (5.1) (4.8)

–  o/w CNP 0.466 0.458 0.476 0.529

(20.9) (23.2) (33.1) (31.3)

–  o/w by post/phone 0.216 0.308 0.397 0.736

(3.8) (3.8) (4.8) (7.7)

–  o/w internet 0.626 0.506 0.492 0.484

(17.1) (19.4) (28.6) (23.6)

Withdrawals 0.017 0.025 0.018 0.025

(0.7) (0.9) (0.9) (0.9)

Total 0.132 0.135 0.134 0.153

(27.3) (29.1) (39.3) (36.9)

Source: Observatory for Payment Card Security.
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Box 2

Fraud on contactless card payments

For the second year in a row, the Observatory gathered data to measure the fraud rate for contactless payments. 
Over 2015 as a whole, 248.6 million contactless payments were recorded, worth a total EUR 2,632.3 million, 
making an average of EUR 10.6 per transaction. Just over 44,000 fraudulent payments were recorded over 
the same period, worth a total EUR 0.5 million, giving a fraud rate for contactless transactions of 0.019% 
during the period in question. As in 2014, the fraud rate was midway between the overall rate for face-to-face 
payments (0.009%) and the rate for withdrawals (0.033%) and well below the level for CNP payments (0.228%).

As in 2014, fraud in contactless payments could almost always be traced back to theft or loss of the card. 
Moreover, card issuers have introduced ceilings for individual transactions (usually EUR 20 or EUR 25) and for 
total consecutive transactions that can be done without entering the PIN (typically EUR 100), so limiting the 
possible losses if a card is lost or stolen.

The Observatory reiterates that cardholders are protected by law in the event of fraud. In France, they have 
13 months1 to challenge unauthorised transactions by contacting their payment services provider, which must 
refund the amount promptly. Cardholders are also encouraged to contact their issuing institution promptly to 
report their card lost or stolen. In the event of fraud resulting from a contactless payment made following the 
theft or loss of a card, the cardholder will not bear any losses linked to this unauthorised payment transaction.2

As take-up increases, with almost 40 million cards with contactless payment capabilities in circulation at 
the end of December 2015, the Observatory calls on issuers to remain on their guard and reminds them of 
commitments they have made regarding the ability to deactivate the contactless function. For these undertakings 
to be met, users must be provided with protective covers for their cards,3 or it should be possible to switch off 
the contactless function remotely,4 or cardholders must be able to ask to replace their contactless card with 
a non-contactless card.

As the overseer of cashless means of payment, the Banque de France is monitoring implementation of 
these measures.

1 See Appendix 2.
2 See Appendix 1: a card payment in contactless mode is performed without using the card’s personalised security features (no PIN entered), 
which means that even before reporting the card lost or stolen, the holder is not liable for losses linked to unauthorised payments.
3 Protective covers block NFC radio waves, preventing the card from being activated unintentionally.
4 The contactless function is disabled by executing an EMV script on the card, which is done when the card is entered in an ATM or electronic 
payment terminal.
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Box 3

Domestic fraud in CNP sales, by sector of activity

The Observatory has gathered data that provide information about the distribution of fraud in CNP payments 
by sector.1 These data cover domestic transactions only.

The personal and professional services, general and semi-general trade, travel/transportation and telephony 
and communication sectors were the most exposed to CNP fraud, accounting for 78.9% of the total amount.

Despite a slight decline in 2015, the telephony and communication sector continues to report a much 
higher-than-average fraud rate (cf. chart below). The Observatory calls on firms in this sector in particular to 
step up fraud prevention measures (cf. Chapter 1).

1 Cf. Appendix 6 for sector descriptions.

Table
Domestic fraud rate in CNP payments, by sector of activity
(amounts in EUR millions, % shares)

Secteur Fraud amount Sector share 
of fraud

Personal and professional services 36.8 24.5
General and semi-general trade 31.8 21.2
Travel/transportation 26.4 17.6
Telephony and communication 23.4 15.6
Household goods, furnishings, DIY 10.6 7.1
Technical and cultural products 8.2 5.5
Miscellaneous 5.2 3.5
Account loading, person to person sales 2.5 1.7
Online gaming 2.3 1.5
Health and beauty 1.6 1.1
Food 0.9 0.6
Insurance 0.4 0.3
Total 150.0 100.0

Chart
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Chart 7

Breakdown by fraud type (domestic transactions, value)
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Source: Observatory for Payment Card Security.

5| Breakdown by fraud type

The Observatory breaks down fraud into the 
following types:

• lost or stolen cards that fraudsters use without 
the knowledge of the lawful cardholders;

• intercepted cards stolen when issuers send them 
to lawful cardholders;

• forged or counterfeit cards, when an authentic 
payment card is forged by modifying magnetic 
stripe data, embossing6 or programming. A 
counterfeit card is produced using data gathered 
by the fraudster;

• misappropriated card numbers, when a card 
number is copied without the cardholder’s 
knowledge or created through card generation 
processes (which use programs to generate random 
card numbers) and then used for CNP transactions.

Chart 7 and Table 5 show national fraud trends for 
all payment cards (the breakdown covers payments  
and withdrawals).

Fraud involving the use of misappropriated card 
numbers for CNP payments was still the most 
common type of fraud, accounting for 66.8% 
of the total amount, a larger proportion than 
in 2014 (66.4%).

Fraud involving lost or stolen cards continued to 
account for around one-third of fraud in domestic 
transactions (31.8%), although its share, which 
stood at 36.1% in 2011, has been shrinking for 
four years.

Counterfeit cards accounted for just 0.1% of 
fraudulent domestic payments. The decrease 
is mainly attributable to the adoption of 
smartcard technologies by most three-party card 
schemes and to enhanced security for existing  
EMV smartcards.7

6 Technique used to stamp raised numbers on a payment card. 
7 Migration from Static Data Authentication (SDA) to Dynamic Data Authentication (DDA) technology.
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Table 5

Breakdown of domestic fraud by fraud type and by type of card in 2015
(amounts in EUR millions, % shares)

All types of cards Four-party cards Three-party cards

Amount Share Amount Share Amount Share

Lost or stolen cards 71.5 31.8 70.8 32.1 0.6 14.8

Intercepted cards 1.2 0.5 0.7 0.3 0.5 11.6

Forged or counterfeit cards 0.2 0.1 0.1 0.1 0.1 2.6

Misappropriated numbers 150.2 66.8 148.7 67.4 1.5 34.3

Other 1.8 0.8 0.2 0.1 1.6 36.7

Total 224.8 100.0 220.5 100.0 4.4 100.0

Source: Observatory for Payment Card Security.

Box 4

Indicators provided by law enforcement agencies

In 2015, law enforcement agencies recorded 47,000 cases of payment card fraud, up 10% on 2014. The suspected 
perpetrators were arrested in 5% of cases, enabling 6% of investigations to be closed.

ATM attacks fell sharply, with 640 cases in 2015, compared with approximately 1,000 a year between 2012 
and 2014 and around 500 a year between 2011 and 2006, 200 in 2005 and just 80 in 2004. There were also 
575 attacks on POS, compared with 540 in 2014, including 440 on card-operated fuel pumps, 60 on UPTs such 
as parking payment points, and 75 on merchant payment terminals. Despite the encouraging decline, these figures 
remain high and are evidence that crime rings are constantly seeking to gather card data, which they can use:

• either to create counterfeit magnetic stripe cards to make foreign payments and withdrawals, chiefly in countries 
where EMV technology is not widespread, 

• or to misappropriate card numbers for use in remote payments, particularly on websites that have not yet 
implemented strong cardholder authentication solutions.
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1| Protecting point  
of sale payments  
in contactless mode 

1|1 Solutions for face-to-face 
payments in contactless mode 

Anticipating the introduction of contactless solutions, 
the Observatory first began its technology watch 
on the development of techniques for face-to-face 
card payments in contactless mode back in 2004. 
Over the years, the Observatory has regularly 
published analyses looking at the changes in the 
mechanisms for initiating face-to-face payments in 
contactless mode and their security arrangements.

The near field communication (NFC) standard 
is currently the most widely used system, both in 
France and internationally, owing to its integration 
with EMV standards.1 Cards are thus commonly 
described as NFC/EMV-enabled.

NFC technology allows two devices a few centimetres 
apart to exchange information.2 Subject to certain 
restrictions, it allows an electrically-powered terminal 
to communicate with an unpowered device, as in 
the case of a face-to-face payment using an NFC/
EMV-enabled payment card.

In a contactless transaction, the terminal begins by 
entering into relation with the payment card, which 
transmits a list of data to enable the terminal to 
determine whether the transaction can be executed in 
contactless mode, whether an authorisation request 
to the issuer is needed, whether the transaction 
should be rejected, or whether the customer needs 
to insert the card into the reader and enter the PIN.

More and more smartphones, as well as connected 
objects such as watches and bracelets, can be used 
to exchange data using the same NFC standard. 

This has prompted firms from different markets, 
including terminal manufacturers, operators, card 
networks and banks, to look at payment solutions 
that allow devices fitted with this technology to 
replace contactless payment cards. An advantage 
of these solutions is that they can be accepted 
by the same contactless payment terminals, 
since a terminal equipped with NFC-specific 
components, such as a suitable antenna, is 
required to accept NFC contactless payments. 
Note that all payment terminal manufacturers 
now offer models that are NFC compatible, and 
around 29% of French retailers now support 
this technology, with this proportion expected 
to rise to 100% by 2020.

1|2 Deployment of face-to-face 
contactless card payments  
in France3

1|2|1 Issuance

The Banque de France gathers data from the 
marketplace’s main banks to monitor the deployment 
of four-party contactless NFC/EMV-enabled 
payment cards. It does not presently gather aggregate 
statistics on face-to-face contactless payments using 
all technologies (incorporating BLE or QR code 
approaches, for example – cf. Box 1) and all solutions 
(cards, credit transfers, e-money, etc.).

Around 40 million payment cards were capable of 
making face-to-face contactless card payments in 
June 2015, and the number of holders provided 
with this function is rising steadily.

The number of active contactless payment cards 
(defined as those used to make at least one payment 
over the month) is also growing and stood at around 
11.5 million at end-2015.

1 The EMV international standard is maintained by EMVCo, whose members are American Express, Discover, JCB, MasterCard, UnionPay and Visa.
2 Cf. 2012 Annual Report, Chapter 3, Part 1|2, Recent Developments (2009-2013).
3 With the exception of fraud data, the statistics and bar charts provided in this section refer to activity reported by the “CB” Bank Card Consortium, 

which accounts for 90% of contactless cards issued and all payment terminals in France.



Annual Report of the Observatory for Payment Card Security | 2015

30

Technology waTch

Box 1

Other technologies used in face-to-face contactless payments

Although the NFC/EMV standard is used for the vast majority of POS contactless payments in France, other 
technologies are also being trialled:

• image reading and display methods based on QR codes or barcodes: this system for linking a merchant and 
a client consists in using a photograph or scan of an image code to initiate a payment transaction. In general, 
to use this technology, it is necessary to have terminals that can read or display image codes such as one- or 
two-dimensional barcodes;

• Bluetooth Low Energy (BLE): this communication technology works at a distance of several feet, but requires 
devices to be independently powered. To use this technology, the merchant’s terminal must be fitted with a 
BLE beacon;

• generation of electromagnetic pulses: this technology can be used to exchange information with a magnetic 
stripe reader without swiping the card. When used with certain smartphones, it is compatible with all electronic 
payment terminals fitted with an accessible stripe reader1 provided the application complies with the data 
format used for payment cards. Because acceptance rules make it mandatory to use EMV chips in France, this 
technology cannot be used by holders of French cards in France, but it could potentially be used by holders of 
foreign cards on the terminals of French merchants or by holders of French cards abroad.

Note that not all of the solutions implementing these technologies result in card payments; they may also 
be used to initiate credit transfers or direct debits or make e-money payments. Furthermore, most of these 
technologies have not been widely deployed in the payments sector, with the result that the different solutions 
being tested use a wide variety of payment formats and processes.

1 Some terminals into which the card is fully inserted may not be compatible.

1|2|2 Acquisition

There are about 560,000 contactless acceptance 
terminals (defined as terminals that have executed at 
least one contactless transaction since the terminal 
was installed), or around 29% of face-to-face 
retailers. Approximately 56% of these contracts 
are considered to be active (at least one contactless 
transaction executed during the month).

1|2|3 Payments

In July 2015, the number of monthly face-to-face 
contactless payments broke the 20 million mark to 
reach a value of approximately EUR 215 million.

The “CB” Bank Card Consortium has reported 
that, on average, around 1.4 million contactless 
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transactions are executed every day, or more than 
30% of eligible CB transactions, i.e. amounts below 
the EUR 20 ceiling set for contactless payments.

1|2|4 Fraud

Working through the Observatory, the Banque de 
France began in 2015 to record fraud involving 
face-to-face contactless payments. The main French 
banking groups claim that they have not suffered 
significant fraud in relation to these payments and, 
indeed, their fraud rate stands at 0.019%, which 
is close to the level of face-to-face chip & PIN 
payments and below the rate for withdrawals, 
with fraud occurring only when the card is lost 
or stolen. Note that owing to the low volume of 
contactless transactions, the fraud rate corresponds 
to a monthly value of just EUR 42,000 for the 
marketplace as a whole.

This is evidence that fraudsters have as yet been 
unable to exploit any technological weaknesses 
inherent in NFC technology and corroborates 
the findings of the Observatory’s security analysis.

1|3 Security challenges  
for face-to-face contactless 
payments

1|3|1 Recap of the Observatory’s 
recommendations for face-to-face 
payments in contactless mode

The Observatory published security analyses on 
contactless payments using cards and mobile phones 
in its 2007, 2009 and 2012 Annual Reports. The main 
recommendations issued by the Observatory seek 
to promote:

• simple solutions to activate, disable or lock 
cards’ contactless banking applications (protective 
covers, EMV scripts,4 issuance of non-NFC 
compatible cards on request,5 etc.);

• the introduction of additional security measures, 
notably with a view to desensitising or protecting 
card identifiers, such as through:

- use of a dedicated PAN6 for face-to-face 
contactless payments: stakeholders are working 
on this recommendation as part of broader efforts 
to develop tokenisation techniques (cf. Box 2).

- encryption of communications between the 
contactless card and the payment terminal: 
this functionality is not allowed by the current 
NFC EMV standard, but will be available when 
the standard is updated to EMV NextGen. 
Note, however, that implementation of this 
new standard will entail upgrades to cards and 
terminals, meaning that migration will take 
several years.

France’s Data Protection Authority (CNIL) published 
a recommendation in late 2012 requiring issuers of 
contactless cards to prevent the holder’s name and 
transaction history from being accessed through 
the contactless interface. Compliance with this 
recommendation has been achieved through 
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4 An EMV script is a set of instructions sent by the card issuer in response to an authorisation request. In this case, these instructions are intended 
to disable the banking application’s contactless interface. Thus, the card still replies to the NFC request with technical information but the dialogue 
ends before any personal or banking data are transmitted. If need be, a script from the issuing bank can reactivate the contactless interface.

5 These might be cards that are not fitted with an NFC antenna, or cards with an embedded NFC antenna but whose contactless application 
cannot be activated, preventing any exchange of bank data in NFC mode.

6 Personal Account Number.
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modifications to cards’ technical characteristics 
introduced since 2012:

• cards issued after September 2012 do not transmit 
the holder’s identity, which means, given the 
maximum lifespan of payment cards, that French 
payment cards in circulation have not transmitted 
the holder’s identity through the contactless interface 
since September 2015;

• new card models authorised since mid-2013 do 
not offer access to transaction histories. Renewal 
cycles will result in compliance by all cards by the 
end of 2016.

1|3|2 Security challenges for payment 
solutions in NFC mode  
using a mobile phone

The widespread introduction of NFC chips in 
connected objects, particularly smartphones, and 
the development of card payment applications 
employing this technology, have resulted in the 
emergence of a new category of solutions for 
face-to-face contactless payments that can replace 
cards. These solutions are not natively associated 
with a holder when issued, and, in most cases, 
enrolment is used to activate this payment mode. 
In terms of security, the enrolment process must 
be sufficiently secure to prevent fraudsters from 
registering the data of misappropriated cards.

In addition, a mobile phone-based payment solution 
of this type must be capable of managing every 
lifecycle stage of the hardware, including, for example:

• resale of the telephone,
• breakdown/replacement of the telephone,
• loss or theft of the telephone,
• loss or theft of the payment card,
• expiry of the payment card.

Last, the payment solution must be sufficiently robust 
to be implemented using hardware that, unlike a 
payment card, is not generally the property of the 
card issuer, while also guaranteeing an equivalent 
level of security to a chip & PIN payment card 
for the holder.

To address these multiple security requirements, 
market participants are developing and trialling 
two distinct architectural models:

• Physical secure element (SE).

The mobile payment application and sensitive banking 
data are stored in a secure physical component, 
which may be either a chip embedded in the phone 
by the manufacturer (called an embedded SE) or 
the phone company’s SIM card (SIM-based SE).

In this model, access to the secure element is 
restricted: any application accessing it must be 
accepted by the SE owner, which means either a 
partnership has to be in place between the card issuer 
and the mobile phone manufacturer (embedded 
SE), or the issuer and the mobile phone company 
must have reached an agreement (SIM-based SE). 
To prevent the risk of a logical attack, the embedded 
SE or the SIM card communicates directly with 
the mobile phone’s NFC controller using a secure 
channel designated for payment transactions.

• Phone- and cloud-based host card emulation 
(HCE).

Unlike in the previous model, the mobile payment 
application relies mainly on software components 
shared between the payment application and 
remote servers. This solution must take account 
of the vulnerabilities inherent to its environment, 
notably the smartphone operating system. The 
overall security of the solution is based both on the 

Box 2

Tokenisation: a security measure 

Tokenisation consists in replacing the card number 
(or PAN) by another number, called a payment token, 
in the payment chain. The token is designated for a 
specific use and may be a one-time number (PAN 
issued for a specific transaction) or a recurrent 
number (e.g.  PAN designated for face-to-face 
contactless card payments). This approach makes 
it possible to store and share a “card number” 
that cannot be misappropriated for use in another 
transaction or payment mode. The issuer or its 
technical provider runs the solution by issuing 
tokens and ensuring that they match card PANs.
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security mechanisms implemented at the level of the 
payment application but also on the applications 
and servers responsible for authenticating the phone 
and regular loading of sensitive elements used by the 
payment application. Other security mechanisms 
are also implemented at the transaction level.

1|4 Security measures 
recommended  
by the Observatory

1|4|1 Measures to protect cards

The Observatory has asked banks to give holders 
the option of disabling or preventing NFC/EMV 
payments, whether by distributing protective covers 
or disabling NFC/EMV applications embedded in 
cards by means of EMV scripts (the card’s NFC 
payment application is disabled the next time a 
payment or withdrawal authorisation request is 
made). French banking groups have introduced one 
or other of these two solutions, and sometimes both.

The Observatory also stresses that a payment card 
always remains the property of the issuing bank. 
Accordingly, any damage to the card’s integrity 
(e.g. deliberate destruction of a component, such 
as the NFC antenna) should not be accepted.

1|4|2 Recommendations for the 
deployment of non-card solutions

The Observatory notes that widespread uptake of 
NFC technology in smartphones and other connected 
objects, along with the development of applications 
specifically for payments using this technology, have 
paved the way for new NFC/EMV-type solutions 
for face-to-face payments in contactless mode using 
digital devices that physically replace the card.

The Observatory encourages participants to innovate in 
this area, while reminding them that the deployment 
of non-card face-to-face contactless payment solutions 
is conditional on providing assurance that the solution 
can offer an equivalent level of security to that of 
card payments in NFC mode. Accordingly, the 
Observatory stresses the need for security standards 
that are suited to these new face-to-face payment 
solutions and that can be used to assess and certify 
proposed solutions. These standards should seek both 
to provide an overview of the level of security offered 
by these solutions independently of their architecture, 
and also to cover the entire lifecycle of the system, 
from when it goes live through enrolment of the 
user’s card data to when it is terminated.

In this regard, the Observatory notes the need 
for pilot programs involving card issuers and card 

Box 3

Assessing the security of solutions 
for NFC payments by mobile phone

The security of these solutions is based both on a security evaluation of systems put in place and on the security 
of the solution’s lifecycle management processes, especially enrolment.

As with EMV chip cards, solutions based on a physical SE must be the subject of an evaluation of the SE 
that guarantees a high level of security (EAL4+ certification issued by ANSSI1 or equivalent).

The evaluation process for software solutions has to cover a far wider scope, insofar as it has to take into 
account the entire solution, that is, the payment application and any services potentially housed on remote 
servers. The process must make it possible to provide assurance that these software solutions offer a level of 
security comparable to that of SE-based solutions.

1 Cf. footnote No. 14.
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payment schemes to test the procedures for protecting 
the various proposed infrastructural models over 
their lifecycle. These trials must strive to assess the 
overall level of security offered by the solutions 
within a contractual framework that protects pilot 
users in the event of fraud or technical problems.

Furthermore, the Observatory reiterates its support 
for the development of tokenisation solutions, 
which can provide an additional level of protection 
by reserving use of the card number for when the 
card is employed in contact mode.

2| Development of new 
authentication solutions for 
card-not-present payments

2|1 Introduction

The Observatory has made several recommendations 
since 2008 concerning the protection of card 
payments in remote sales, notably internet payments, 
with a view to encouraging the adoption of strong 
customer authentication. Since issuers are free to 
pick their own authentication methods, various 
approaches have been introduced and offered to 
cardholders. The Observatory did a stock-taking of 
these methods in its 2013 Annual Report.

The European Forum on the Security of Retail 
Payments (SecuRe Pay),7  meanwhile, has drawn 
up a set of recommendations and best practices 
on the security of internet payments. Published in 
January 2013 by the European Central Bank, these 
recommendations and best practices came into force 
on 1 February 2015 and were incorporated by the 
European Banking Authority (EBA) in its guidelines 
on the security of internet payments published in 
December 2014. These recommendations, especially 
those connected with protecting enrolment and 
providing holders with strong authentication 

solutions8 for CNP payments, are consistent with 
the Observatory’s own recommendations.

On 13 January 2016, the European Commission 
published the second Payment Services Directive 
(PSD2), which defines the notion of strong customer 
authentication based on SecuRe Pay’s definition 
and requires strong authentication to be used when 
initiating CNP payments. PSD2 also provides that 
before the deadline for its transposition into domestic 
law (December 2017), regulatory technical standards 
(RTS) drawn up by the EBA in conjunction with 
the central banks will specify the procedures and 
requirements for implementing strong customer 
authentication. The RTS, which are currently being 
drafted by SecuRe Pay, will be put out to public 
consultation before the end of 2016.

In this environment, issuers have made major efforts 
to improve the security of internet payments, which 
account for the bulk of CNP payments9. Virtually 
all (approximately 96%) cardholders have now been 
provided with one-time authentication solutions. 
Take-up is also steadily rising among merchants 
and reached 66% at end-2015. This has helped 
the fraud rate for CNP payments to decrease 
steadily in recent years, from 0.321% in 2011 to 
0.228% in 2015. Notwithstanding this positive 
trend, the Observatory continues to observe 
a substantial gap10 between the fraud rates for  
face-to-face payments and those recorded for remote 
sales, notably on the internet11. This concern is 
addressed in France’s national payments strategy12 
unveiled by Minister Michel Sapin in October 2015, 
which recommends strong authentication for all 
electronic payments.13

This study reviews the strong customer authentication 
techniques either already in place or planned by 
French card payment schemes and issuers for CNP 
payments, as well as additional measures that 
enhance the security of card payments.

7 The forum, which is co-chaired by the European Central Bank and the European Banking Authority, brings central banks and banking supervisors 
together to talk about issues relating to the security of retail payment instruments.

8 Also known as strong customer authentication.
9 Cf. Appendix 5 “Statistics”.
10 Cf. Chapter 2.
11 Cf. Appendix 5 “Statistics”.
12 http://www.economie.gouv.fr/files/files/PDF/Strategienationale_sur_moyens_de_payment_102015.pdf.
13 Cf. First measure in focus area 2 of the strategy, which deals with strengthening the security of payment instruments.
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2|2 Characteristics of strong 
customer authentication

The purpose of authentication is to verify the 
identity given by an entity. Authentication is 
generally preceded by identification, which enables 
the entity to be recognised by the system by means 
of an element provided in advance, such as a login 
or a card number.14 While it is straightforward to 
define static authentication as based on the use of a 
password, strong authentication draws on concepts 
that require clarification.

PSD2 defines strong customer authentication as 
“authentication based on the use of two or more 
elements categorised as knowledge (something 
only the user knows), possession (something only 
the user possesses) and inherence (something the 
user is) that are independent, in that the breach 
of one does not compromise the reliability of the 
others, and is designed in such a way as to protect 
the confidentiality of the authentication data”. 

Furthermore, Article 97 of PSD2 states that “for 
electronic remote payment transactions, payment 
service providers apply strong customer authentication 
that includes elements which dynamically link the 
transaction to a specific amount and a specific payee”. 
In this way, PSD2 goes a step beyond SecuRe Pay’s 
recommendations, which merely required one of 
the authentication elements to be non-reusable 
(unless a biometric solution is used), by including 
the additional requirement of a link between the 
authentication elements and transaction data in 
CNP payments.

Accordingly, face-to-face use of a smartcard combined 
with PIN entry to confirm payment satisfies the 
definition of strong authentication, because it 
relies on knowledge of the PIN and possession of 
a card, and also complies with Article 97 insofar as 
the chip on the card generates a specific certificate 
for the transaction.

The following sections describe the strong 
authentication solutions implemented in recent 
years to protect CNP payments, as well as solutions 
currently under development.

2|3 The first payment solutions 
introduced to protect  
remote sales15

2|3|1 3D-Secure

After recognising the limits of the ability of the 
card security code (CSC) appearing on the back of 
payment cards to prevent fraud in CNP payments, 
international networks deployed 3D-Secure, a 
protocol specifically designed to protect internet 
payments initiated from a browser. Introduced 
in the early 2000s, 3D-Secure separates the card 
payment chain into three domains:

• the acquirer domain, which includes the merchant 
and its bank;

• the issuer domain, which includes the customer 
(cardholder) and his or her bank;

• the interbank domain, which links the merchant’s 
bank and the holder’s bank.

According to this distribution:

• in the acquirer domain, the merchant is recognised 
by its bank, which certifies it;

• holder authentication is covered by the issuer domain;

• the protocol creates a gateway between the holder 
and his/her bank during payment, allowing the 
bank to identify the holder.

3D-Secure was developed to be independent of 
the authentication technique used, enabling each 
card issuer to select the technique that suits it best.

In addition, by defining the three domains, it 
becomes possible to precisely determine the liability 
of the different parties depending on whether 
3D-Secure is activated: once a merchant has activated 
an authentication request through 3D-Secure 
for a transaction, payment is guaranteed by the 
holder’s bank, which will bear the cost of any fraud. 
This liability shift complies with the rules in this 
area set out in PSD2.

14 ANSSI : National Agency for the Security of Information Systems (http://www.ssi.gouv.fr/entreprise/glossaire/a/).
15 Cf. Chapter 3 of the 2013 Annual Report.
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Finally, because 3D-Secure is supported by the 
major international payment card networks, it can 
protect holders and merchants even in cross-border 
transactions.

2|3|2 One-time password (OTP)

The most widely used strong authentication 
solution by issuers on the French market for retail 
customers making internet payments is to send 
a text message containing a one-time password 
(OTP) to the cardholder’s mobile phone, which 
is then used to confirm a 3D-Secure payment. 
The solution can be adapted to send the OTP by 
email or voicemail.16

This approach meets the definition of strong 
authentication by requiring knowledge of the card 
information17 and possession of the mobile phone, 
whose number is held by the issuer. These solutions 

therefore comply with PSD2, provided there is a 
link between the OTP and the transaction data.

However, as pointed out in the Observatory’s 2013 
Annual Report, this technique does present some 
security weaknesses:

• malware installed on the connected device (phone, 
computer, etc.) could compromise security;18

• there is the possibility that under certain 
circumstances19 the lawful cardholder’s SIM card 
could be disabled and a different SIM card associated 
with the same number activated to carry out 
fraudulent transactions;

• the communication channel used to send text 
messages is not protected; non-encryption of the 
data sent via text message could allow unencrypted 
data to be intercepted.

Diagram

Description of the three domains involved in a 3D-Secure transaction

Cardholder

Cardholder’s bank

Issuer domain Acquirer domain

Interoperability
domain

Merchant’s bank

Online commerce
website 

16 In this case, a voicemail server calls the cardholder’s phone and provides an OTP to confirm the transaction.
17 The “knowledge” criterion applies here, rather than “possession”, because the card information is static, so it is not necessary to have the card 

when payment is made.
18 In general, use of a mobile phone raises the question of independence between the internet browsing channel and the channel employed to 

communicate the token (text message, email or voicemail server).
19 Cf. Chapter 1, Part 4|3, Protection for SIM card reissuance.
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2|3|3 Token

When they are unable to text an OTP, for example 
when dealing with people who do not have a 
mobile phone or business customers, French issuers 
generally issue a piece of hardware known as a token, 
which displays a code that is valid for a limited 
time, synchronised with a remote authentication 
server and changed according to a predetermined 
frequency (say every 60 seconds). The code has to 
be entered on the 3D-Secure authentication page 
during the card payment process to authenticate 
the holder.

More advanced solutions using digital keypads 
allow for an additional interaction: here, a valid 
OTP may be obtained only after entering, as 
applicable, a PIN known to the solution holder 
alone, or a random code generated by a remote 
server and displayed on the authentication page 
at the time of payment.

The security of this solution is thus based on 
knowledge of the card information and possession 
of the token provided by the issuer, and therefore 
complies with the definition of strong authentication.

However, there are two problems when tokens are 
used solely for payment transactions:

• holders may not always carry their token with them;

• the token is often kept close to the computer 
used to make internet payments, and may not be 
watched as closely as, say, a payment card in a wallet.

Finally, several token-type solutions, notably those 
not using a keypad, may struggle to dynamically 
link the transaction, amount and payee during 
authentication.

2|3|4 Physical card reader

Recognising that smartcards were not originally 
designed to provide protection for remote sales, 
some entities have responded with solutions based 
on adding an application to the card, which is then 
used with a portable, standalone smartcard reader 
that is not connected to a communication system.

With this type of solution, the client authenticates 
him or herself using the reader by inserting the card 
and entering the PIN. The reader then generates an 
OTP, which is displayed on the reader’s screen and 
must be entered on the payment page to confirm the 
transaction. Authentication is based on possession 
of the card and knowledge of the PIN, just like a 
face-to-face payment, and thus meets the PSD2 
definition of strong authentication.

These types of solutions are uncommon in France but 
widely used in some countries, such as in Belgium. 
They do however come with a high implementation 
price tag because every user has to be provided with 
a smartcard reader. Furthermore, as with tokens, 
this solution requires the cardholder to have the 
reader available when making payment, making it 
unconducive to the development of e-commerce 
in mobile settings.

Authentication token

Authentication token with keypad 
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2|3|5 Limitations of existing solutions

Some e-merchants view 3D-Secure as a constraint, to 
the extent that it introduces an additional step in the 
customer’s journey (because the customer has to go 
to the website of the card issuer for authentication) 
and might therefore negatively impact the conversion 
rate21 for e-commerce websites. As a result, the 
proportion of merchants that use 3D-Secure is just 
66% five years on from the solution’s introduction, 
even though the statistics show that the failure rate 
for 3D-Secure authenticated transactions is strictly 
equivalent to that of non-authenticated transactions.

Moreover, the addition of new hardware to support 
3D-Secure implementation increases the risks of 
downtime and creates an additional source of 
operating costs.

From a practical perspective, these solutions cannot 
be used to protect payments over the phone22 or 
by mail.23 They also raise difficulties for consumers 
shopping from mobile terminals, who have to 
switch between the shopping app and the one used 
to read text messages.

To respond to the limitations encountered when 
implementing 3D-Secure, issuers are exploring new 
solutions that offer an adequate level of security, 
while keeping payments user-friendly for consumers 
and merchants alike.

2|4 Future authentication solutions

2|4|1 Changes ahead for 3D-Secure

To keep step with evolving uses and address 
some of the limitations inherent to 3D-Secure, 
the international networks commissioned the 
EMVCo Consortium to design a new version of the 
protocol’s specifications, 3D-Secure 2.0. The three 
domains – acquirer, issuer and interoperability – 
that gave 3D-Secure its name remain at the core  
of the protocol.

To offer a customer experience that is strictly 
equivalent to that of a POS terminal, some firms 
developed solutions based on a smartcard reader 
connected to a computer. However, these solutions 
need to simultaneously:

• offer a level of security on a par with that of an 
approved electronic payment terminal,20

• be easy to use for everyone,

• keep costs realistic with a view to deployment.

Given the difficulties in meeting all these challenges, 
any initiatives along these lines were eventually 
abandoned in France.

Standalone reader 

Connected reader 

20 This level of security is essential to avoid compromising the security of face-to-face payments.
21 The rate represents the share of visitors to an e-commerce site who make a purchase.
22 In the case of a payment made by dictating payment information to an operator.
23 As part of a payment by regular mail or email.
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3D-Secure 2.0 has two main characteristics:

• first, it will natively integrate the communication 
of additional information to allow the issuer domain 
to analyse risk more effectively, because it will be able 
to draw on the transaction history kept by the issuer, 
data on the terminal used to initiate the transaction 
(known as the terminal footprint)24 and information 
shared by the merchant (e.g. new client, change to 
usual shipping address). This multicriteria analysis 
will make it possible to detect at-risk transactions 
requiring strong authentication, which will in turn 
pave the way for a high overall level of security while 
lessening the constraints for low-risk transactions;

• second, it will integrate the development 
of authentication interfaces embedded in 
merchants’ mobile applications, so that customers can 
shop in a standardised, user-friendly environment. 
This functionality will also make it possible to 
protect purchases by gathering terminal footprint 
data and sending them to the issuer domain for 
use as an input in the transaction risk assessment 
system. This specially designed protocol for mobile 
environments will complement the protocol for 
internet browsers and be used in almost exactly 
the same way.

EMVCo Consortium will release a first draft of 
the specifications at the end of 2016.

2|4|2 Issuer-only solutions

Issuers and their service providers have developed 
issuer-only solutions that not require any changes to 
the standard payment interface (unlike 3D-Secure), 
i.e. requiring only the entry of a card number, an 
expiry date and the card security code (CSC). 
The security of these solutions is therefore based 
on the authentication method used, the algorithm 
employed to generate non-reusable data, and 
communication of these data.

At this stage, these solutions are based on generating 
a temporary or “dynamic” CSC directly on the 
card itself. Thanks to technical progress, it is now 
possible to embed a tiny electric battery within the 
payment card. This battery powers an e-ink display 

that replaces the static CSC printed on the back 
of the card and generates a new three-digit code 
according to a pre-determined frequency (hourly, 
for example). In this way, internet payments can 
be made more secure without changes to the 
merchant’s payment page. Note that these cards 
might turn out to be less robust in practice than 
standard cards and are also more costly to produce.

This solution, which meets the “possession” criterion, 
enhances the level of security for CNP payments on 
non-European sites but does not, by itself, satisfy 
the definition of strong authentication or comply 
with Article 97 of PSD2. However, additionally 
requiring entry of a simple static password when 
the transaction elements are presented to the holder 
would be enough to meet the European requirements.

A more advanced display card solution, including, in 
addition to the display and a battery, a digital keypad 
that may be used to enter a dedicated PIN, would 
comply fully with PSD2 requirements. To date, there 
are few examples around the world of deployment 
of these types of solution, notably because the 
reliability requirements applicable to payment 
cards make the industrialisation process complex.

24 Process consisting in gathering technical information on the device’s hardware (e.g. component identifiers/series numbers) and software (type 
of operating system, software versions, etc.).

Card with dynamic CSC 

Display card
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2|4|3 Biometric solutions25

Several solutions based on biometric authentication 
have been developed in recent years. The most 
common ones use:

• a digital fingerprint reader embedded in the latest 
models of smartphones,

• the phone’s microphone (voice recognition),

• the mobile phone’s camera (facial recognition).

These solutions, which rely on a combination of 
something the holder possesses (the mobile phone) 
and something the holder is (biometric), are user-
friendly, removing the need to carry a specific piece 
of hardware or remember an additional password. 
But aside from the fact that biometric solutions 
are unsuitable for over-the-phone payments26 or 
payments by post, the Observatory noted in its 2014 
Annual Report that the level of security provided 
by such solutions is difficult to gauge owing to the 
lack of equivalent evaluation standards to those that 
exist for proven technologies, and called on market 
participants to develop evaluation frameworks to 
ensure an adequate level of security while protecting 
holders’ biometric data.

2|4|4 Smartphone apps

As an alternative to sending out OTPs by text 
message, email or voicemail for internet payments, 
some issuers use online banking apps for smartphones 
to issue or generate OTPs or, more generally, to 
authenticate users during transactions by asking them 
to confirm that they are indeed in the process of 
making remote payments.27 These applications may 
work differently from issuer to issuer depending, 
for example, whether the user has to:

• switch on the smartphone display to begin 
authentication,

• enter a PIN or biometric to access the app,

• enter a code on the merchant’s payment page to 
complete authentication.

These solutions make it possible to implement 
additional measures to protect transmission of the 
authentication code, while keeping the procedure 
similar to the text messaging approach familiar 
to users.

Taking the same starting point, mobile phone 
companies have developed a standard known as 
Mobile Connect, which is used to add a secure 
application to the SIM card that is specifically 
for user authentication and accessible to different 
types of service providers (payment services but 
also public transport, Box office, etc.). The holder 
must enrol to activate this authentication mode for 
a given SIM card and mobile.

2|4|5 Using a smartphone’s NFC antenna 
to read a card 

If a card has a contactless interface, a smartphone’s 
NFC reader function can be used to dialogue with the 
card, while EMV mechanisms are employed to verify 
the card’s authenticity and validity. This approach, 
which has already been trialled as an alternative to 
text-based OTPs in 3D-Secure, could also be used 
to register cards in digital wallets.

At any rate, to comply with the definition of strong 
authentication, this type of solution based on two 
possession elements (card and smartphone) must 
be accompanied by additional authentication by 
means of a knowledge element (such as entry of a 
password) or biometric recognition.

2|4|6 Other techniques for exchanging data 

For internet payments, some firms have developed 
technologies for exchanging data between a payment 
page and a standalone device such as a mobile phone 
or a card reader using 2D barcodes, e.g. QR or Data 
Matrix codes, or animations. The cardholder is 
asked to take a picture of the image on the payment 

25 Cf. Chapter 3 of the 2014 Annual Report. 
26 Use of a mobile phone raises the question of independence between the internet browsing channel and the channel employed to communicate 

the OTP.
27 Confirmation may be provided through entry of a confidential code (different from the card’s PIN) or biometric recognition, which is typically 

fingerprint-based.
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page with his or her mobile phone, which then 
generates an OTP that must be entered to confirm 
the transaction.

This type of solution makes it possible to generate 
an OTP linked to the transaction data and is 
therefore compliant with PSD2. It does however 
require the holder to have two separate terminals, 
which is hard to square with the demands  
of m-commerce.

2|5 Ancillary measures associated 
with authentication methods

In addition to holder authentication systems, 
payment chain participants may set up other 
measures to reduce the risk of fraud or the sensitivity 
of shared data.

2|5|1 Dynamic virtual cards

Some French issuers have been offering their holders 
dynamic virtual card solutions for over a decade. 
This approach allows the holder to avoid entering 
the card’s actual information when making remote 
payments by substituting certain data, including 
the card number, expiry date and CSC, with other 
temporary data. To do this, a dedicated environment, 
generally accessible through online banking, is used 
to generate a set of unique numbers that are valid 
for a single transaction or for a limited amount, 
which the cardholder may enter instead of the 
data on the card itself. The recent development 
of tokenisation techniques has made it possible 
to automate the generation of these substitute 
card numbers.

Access to the area used to manage dynamic virtual 
cards is protected by an authentication mechanism, 
which may be that of the holder’s online banking 
service. Access to the critical functions of this area, 
such as the generation of new virtual cards, needs 
however to covered by strong authentication for 
the solution to be fully compliant with the general 
framework established by PSD2.

2|5|2 Risk assessment  
and management tools 

In addition to strong cardholder authentication, 
some participants in the payment chain, including 
card payment schemes, issuers, acquirers, but also 
merchants and their acceptance providers, have 
introduced tools to assess and manage the risk level of 
transactions. These systems help to detect attempted 
fraud and determine the authentication level that 
needs to be applied to individual transactions.

As mentioned before, in the context of the new 
3D-Secure specifications, issuers will be provided 
with new elements enabling them to refine the risk 
level of individual transactions.

Note however that these measures generally involve 
the processing of personal data, such as the customer’s 
purchase history, and therefore require a notification 
to and potentially authorisation from France’s Data 
Privacy Agency.28

2|6 The Observatory’s 
recommendations on developing  
new solutions to protect 
card-not-present payments 

The solutions to protect CNP payments that 
are being designed and developed by market 
participants address some of the limitations of the 
existing solutions, notably as regards convenience 
for cardholders and ease of implementation for 
merchants. Their introduction, in combination with 
other authentication techniques for those that do not 
by themselves meet the PSD2 definition of strong 
authentication, could help to improve payment 
security in Europe and beyond. In this regard, 
the Observatory calls on participants to continue 
developing these new solutions, which build on the 
regulatory requirements for payment authentication 
as well as France’s national payments strategy.

The Observatory stresses the need for an overall 
assessment of the level of security provided by these 

28 Protection of personal data in anti-fraud processing operations was the subject of a study published in the Observatory’s 2013 Annual Report 
(Chapter 4).
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solutions and of the constraints that they create for 
users (convenience for consumers, implementation 
and management for merchants), while also 
emphasising the need to ensure that holders and 
merchants are contractually protected against 
residual risks during the trial phases.

To promote take-up by users, the Observatory 
urges market participants to develop clear and 
understandable authentication solutions by 
concentrating on a small number of shared 
solutions that offer an adequate level of security 
with regard to the regulatory requirements. 
Special attention should be paid to ensuring that 
solutions are universally accessible by offering 
alternatives to cardholders who would otherwise  
be excluded.

Furthermore, the Observatory reiterates the 
importance that it places on the establishment 

of ancillary protection measures to complement 
authentication solutions, such as systems to assess 
the risk level of specific transactions so that the 
level of authentication required at payment can be 
adjusted, and tokenisation methods that remove the 
risk that other card usage modes will be affected if 
data are intercepted.

The Observatory recalls that the use of biometrics 
as a component of strong authentication solutions 
is subject to the recommendations issued in its 
2014 Annual Report.

Last but not least, the Observatory stresses that 
the introduction of measures that help to curb 
fraud in CNP payments in France and Europe 
may prompt fraud to shift to other transactions, 
notably cross-border payments, and consequently 
calls on participants to factor in this additional risk 
when planning protective measures.
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On 18 and 19 January 2016, the Banque de France 
held an international conference in Paris on recent 
developments and future challenges for payment 
cards in Europe. 

In his opening address, the Governor of the Banque 
de France, François Villeroy de Galhau, reviewed 
the major challenges currently facing the payment 
card market:

• although they dominate the non-cash payments 
market, thanks to years of work by stakeholders to 
make them a safe, efficient and convenient payment 
instrument, payment cards are now confronted 
by huge changes linked to the emergence of new 
players and shifting consumer payment habits;

• this situation is compounded in Europe by major 
regulatory developments following adoption of the 
revised Payment Services Directive (EU) 2015/2366 
and Regulation (EU) 2015/751 on interchange 
fees for card-based payment transactions, which 
are reshaping the business model for the payment 
card market in Europe;

• faced with these changes, the public authorities 
must play their market catalyst role and strive more 
than ever to foster cooperation between stakeholders 
both at European level but also domestically so that 
harmonised solutions can emerge. In their supervisory 
role, authorities must seek to support innovation 
while maintaining security requirements that are 
at least as stringent as those that exist today. This 
will notably entail basing supervision on the risk 

Card payments in Europe:  
latest trends and challenges
Summary of the conference organised  
by the Banque de France on 18 and 19 January 2016

profile of the services provided, rather than solely 
on the nature of service providers, to ensure fair 
competition between all participants.

1| The paradoxical situation  
of card-based payments

1|1 A dominant position,  
with untapped growth reserves

Cards dominate non-cash payments in Europe, 
especially in France. In 2014, payment cards were 
used in more than 47 billion transactions within the 
EU, or almost the same as the combined number 
of transactions involving credit transfers and direct 
debits. In France, payment cards were used in over 
50% of non-cash payment transactions, i.e. a total 
of around 9.5 billion transactions in 2014, up from 
just 3 billion in 2001.

Cards are enjoying undeniable success and look 
set to continue in the same vein both in Europe, 
where notes and coin still account for about 70% 
of transactions in some countries, and elsewhere 
in the world, such as in the United States, where 
around one billion cards are to be renewed as part 
of the move to EMV technology.1 The development 
of new payment solutions based on physical and 
virtual payment cards, such as contactless and 
mobile payments, digital wallets, or the use of 
mobile phones as payment terminals, should also 
help to strengthen the primacy of payment cards 
in the coming years.

1 EMV (Europay MasterCard Visa) is the standard managed by the international EMVCo Consortium, which comprises the main card payment 
schemes. It establishes functional specifications for smartcards.
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Conference presentations also highlighted the fact 
that the payment card offers a successful model to 
be emulated, including by new market entrants.

1|2 Major challenges

The session on innovation revealed that despite 
dominating the non-cash payments market, payment 
cards are currently experiencing serious challenges 
on three fronts:

• consumer habits are changing as people increasingly 
shop online. As a result, cards are being adapted for 
uses, such as remote payment, payment initiation 
channels, such as the internet and apps, and devices, 
including computers, mobile phones and tablets, for 
which they were not initially designed. In addition to 
creating new security risks (cf. Part 2), this situation 
also highlights the limits of physical payment cards 
as commerce goes increasingly electronic;

• fintechs are firms that are harnessing new financial 
technologies on the payment card market, including 
the likes of GAFA2 but also smaller outfits specialising 
in specific services, such as digital wallets or mobile 
payments. Fintechs are competing with established 
players and challenging existing strategies;

• new payment technologies are emerging based 
on non-card payment instruments. In this respect, 
a pan-European solution for instant payments 
based on SEPA credit transfers, currently under 
development and expected to be up and running 
in November 2017, represents a big change. This 
new European system could ultimately compete 
with cards. Further out, solutions that apply the 
blockchain technology used with virtual currencies 
to payments could also become an alternative to 
card payment schemes, assuming the necessary 
assurances can be provided in terms of security and 
the capacity to process retail transactions.

These factors could disrupt existing market 
participants, which are exposed to competition 
both within the cards market itself and from other 
non-cash payment instruments. This situation 
puts heavy strain on established business and sales 
models, which are moreover having to adapt to an 
evolving environment.

2| An evolving environment

2|1 Changes  
to the regulatory framework  
and their consequences

Over the last 20 years, competition authorities have 
taken action on numerous occasions at international 
and national levels against card payment schemes, 
resulting among other things in reduced multi-
channel interchange fees. In 2007, for example, the 
European Commission ruled that the fees paid by 
the merchant’s bank (acquirer) to the cardholder’s 
bank (issuer) constituted a practice restricting 
competition. This ruling was subsequently upheld 
by the EU courts.3

To resolve the competition issues, the European 
Commission accepted commitments made by Visa 
and MasterCard to lower multilateral interchange 
fees on cross-border transactions (and certain 
national transactions).4 Action taken at domestic 
level also resulted in rules governing the level of 
these fees, as in France, where the “CB” Bank Card 
Consortium promised in 2011 to apply an average 
annual rate of 0.28% for four years.5

Against this backdrop, on 24 July 2013 the 
European Commission published a proposal 
for a regulation to cap interchange fees and a 
proposal to revise the Payment Services Directive. 
Regulation (EU) 2015/751 was adopted on 29 
April 2015. It contains provisions that limit the 

2 Google, Apple, Facebook, Amazon.
3 Case COMP/34.579, MasterCard, Commission decision of 19 December 2007. This decision was subsequently upheld by the EU Court in 2012 

(Court Judgement of 24 May 2012 in case T-111/08, MasterCard and Others v Commission) and by the Court of Justice of the EU in 2014 
(Court Judgement of 11 September 2014 in case C-382/12 P, MasterCard and Others v Commission).

4 In 2009, MasterCard undertook to cap cross-border “consumer” multichannel interchange fees at 0.2% for debit cards and 0.3% for debit cards; 
Visa Europe made similar commitments in 2010. In 2013, Visa Europe made new commitments with respect to cross-border transactions by 
credit card in certain countries.

5 Cf. Competition Authority Decision 11-D-11 of 7 July 2011. On 18 June 2015, the “CB” Bank Card Consortium reaffirmed its commitments 
through to the entry into force of Regulation (EU) 2015/751.
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level of interchange fees (to 0.2% of the amount 
of the transaction for debit card transactions and 
0.3% for credit card transactions), which came into 
effect on 9 December 2015, plus business rules to 
strengthen competition and transparency,6 which 
will be phased in through to 9 December 2016. 
Directive (EU)  2015/2366 was adopted on  
25 November 2015 and will notably require strong 
customer authentication throughout the EU by 
the end of 2018.

The new regulatory framework faces a number 
of implementation challenges, one of which 
particularly concerns France, where most payment 
cards are “universal”, meaning that debit and 
credit transactions are hard to distinguish. To 
give the French payment card sector time to 
adjust its model, France has taken the option 
contained in Article 16 of the regulation to apply 
a maximum multilateral interchange fee of 0.23% 
on transactions done using universal cards for a 
transitional period ending on 9 December 2016.7 
After that date, French participants must be able 
to apply the different rate caps set based on the 
nature of individual transactions.

The new framework contains another provision 
that is complex to implement. Specifically, Article 
8.6 of the regulation states that if the merchant 
has the option of pre-selecting a payment brand 
or payment application, the payer must be able 
to make another selection at payment from the 
brands and applications accepted by the merchant. 
Implementing this obligation will entail upgrading 
merchant payment terminals, and raises particular 
difficulties in the case of contactless payments since 
the payer will now be required to make a selection 
on the terminal, whereas this type of payment was 
supposed to make payment smoother and minimise 
interaction between the payer and the terminal. 
Accordingly, players from the card industry fear 
that this requirement may hinder the growth of 
contactless payments and have called on regulators 

to define suitable implementation procedures, 
including, for example, the option of having a 
default selection for contactless mode set by the 
merchant, to maintain the current convenience of 
this payment mode.

Finally, while market participants have welcomed 
the across-the-board adoption of strong customer 
authentication for internet payments provided for in 
Article 97.1 of the directive, they stress that enhancing 
security should not lead to excessive constraints on 
convenience, which could interfere with the sector’s 
growth and with innovation. Card payment schemes 
are paying close attention to the work of the European 
Banking Authority, which is tasked with cooperating 
with the European Central Bank (ECB) to prepare 
the draft regulatory technical standard provided 
for in Article 98.1 of the directive. Among other 
things, this RTS will specify the exemptions to the 
obligation to apply strong authentication measures. 
These exemptions must be based on the criteria set 
out in Article 98.3 of the directive, which relate to 
the risk level of the transaction, the amount and/
or the recurring nature of the transaction and the 
payment channel used to execute the transaction.

These changes in the regulatory framework should 
lead to enhanced competition within the EU 
between card schemes, issuers and acquirers. 
In particular, cardholders will have the choice 
of using a specific brand or application during 
payment. Merchants, meanwhile, will receive more 
information about all the fees charged by their 
payment services provider for each transaction, 
pursuant to Articles 9 and 12 of the regulation. 
However, as this new framework will mean reduced 
income for banks, some of the conference panellists 
pointed out that cardholders might face increased 
fees. Increases of this kind have already been 
observed in countries where multilateral interchange 
fees are regulated and are generally justified by 
banks as necessary to maintain investments in 
innovation and fraud prevention.

6 These rules notably concern separation of the governance body of a card payment scheme from the entities with technical responsibility for 
processing payment transactions.

7 Cf. Decree No. 2015-1591 of 7 December 2015.
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2|2 New technology trends  
in card payments

The session devoted to new technology trends gave a 
detailed insight into future developments imagined 
by participants in the payment card market.

First, the increasingly widespread use of smartphones 
and connected devices is pushing firms to develop 
payment solutions that are adapted to these new 
tools. In particular, more and more mobile terminal 
manufacturers and creators of mobile operating 
systems now incorporate security features in their 
products in order to supply digital wallet type 
solutions designed to facilitate online payments 
on e-commerce and m-commerce sites, and also to 
enable face-to-face payments, drawing notably on 
the technologies currently used in card payments, 
such as NFC8/EMV contactless solutions.

In terms of security, the most noteworthy trend 
concerns the development of solutions to protect 
card data by replacing the card number by a one-time 
password known as a token at payment. Tokenisation 
solutions, which rely on the infrastructure deployed 
by card issuer networks, seek to reduce the sensitivity 
of data that are gathered by traditional and online 
merchants when they accept card payments. 
Accordingly, a token that has been used for a 
transaction cannot generally be reused later. This 
new approach helps to reduce the impact arising 
from compromise of these data.

Biometric methods are also increasingly being 
employed to authenticate cardholders. Biometrics 
could become a more widespread alternative not 
only to PIN entry but also to handwritten signatures 
where these are still used as an authentication method.

Market participants note however that accepting 
these new solutions at physical POS will require 
adjustments to payment terminals, which could prove 
complex and costly given the security constraints 
to which terminals are subject. Another interesting 
development is the emergence of affordable solutions 
for small businesses and independent professionals 

that can turn a smartphone into an acceptance 
terminal, while still complying with the standard 
security requirements for such devices. These firms 
and individuals can thus accept card or mobile 
phone payments while also benefiting from value 
added ancillary services that meet their needs.

2|3 Standardisation work  
currently underway

Several standard-setting and standardisation bodies 
are currently working on common rules either for 
the entire payment chain (International Organisation 
for Standardization – ISO), or in narrower areas 
reflecting specific stakeholder interests:

• European Telecommunications Standards Institute 
(ETSI) is looking at mobile services,

• World Wide Web Consortium (W3C) is 
considering website interfaces,

• FIDO Alliance is exploring identification 
and authentication,

• NEXO is working on payment integration in 
merchants’ automated processing chains.

Within Europe, the new regulatory requirements 
stemming from the revised Payment Services 
Directive represent a key issue. In particular, the 
challenge is to include new players – payment 
initiation service providers – and to establish 
communication interface specifications to allow 
them to communicate securely with card issuers 
and account holders.

Several organisations have already announced 
that they will shortly revise their specifications to 
comply with these requirements, including NEXO 
in the area of electronic payment terminals (with 
the SEPA-Fast standard). Conference participants 
agreed that further harmonisation efforts are needed 
by stakeholders in terms of the functionalities on 
offer and the security rules applied.

8 Near field communication (NFC).
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3| Security challenges to be met

3|1 Face-to-face payments  
enjoy high levels of security…

Several panellists mentioned the high level of security 
offered by payment cards for POS transactions, 
stressing that fraud rates observed in France are 
comparable to those in other countries where 
smartcard-based payments have reached maturity.

Since the EMV specifications were implemented 
in Europe for smartcards, payment card fraud has 
declined steadily in face-to-face payments and ATM 
withdrawals, shrinking from 54% of the value of 
fraud in 2008 to 34% in 2013. Moreover, aside 
from a few exceptional cases of fraud involving UPTs 
fitted solely with magnetic stripe readers, such as 
motorway tolls, fraud involving payment cards is 
essentially attributable to theft or loss of payment 
cards, because EMV cards cannot be forged.

Furthermore, it was noted that while the migration of 
payment cards and terminals to EMV has happened 
later in Asia and the United States compared with 
Europe, the process is now advancing swiftly. 
French and European travellers in these regions 
should gradually benefit from security conditions 
on a par with those in Europe (i.e. chip & PIN).

3|2 …but card-not-present payments 
continue to be vulnerable

With face-to-face transactions protected, fraud has 
shifted to internet payments, which now account 
for two-thirds of total fraud. Growth in this type 
of fraud has kept step with the increase in online 
transactions over recent years, rising by more than 
10% a year. In this type of transaction, use of 
strong cardholder authentication coupled with the 
development of solutions to assess the risk level of 
transactions have proven effective, with the initial 
decline in fraud in the second quarter of 2015 in 
France continuing in subsequent quarters.

However, participants noted that the 3D-Secure 
protocol, which is the most widespread system used 
for holder authentication, has now become a target 
for fraudsters, who have demonstrated their ability 
to conduct attacks using various methods including 
phishing9, exploiting weak authentication methods, 
such as static passwords, and vulnerabilities in the 
payer enrolment process, and attacking the channels 
used to transmit passwords by, for example, hacking 
broadband routers or stealing SIM cards.

Additional security measures should make it possible 
to step up the fight against fraud. In this respect, the 
body in charge of maintaining EMV specifications, 
EMVCo, said that it was working to harmonise 
the rules for tokenisation and acceptance of mobile 
payments. In the coming months, EMVCo plans 
to publish specifications for next generation cards 
and to update the specifications for the 3D-Secure 
standard that protects internet payments.

3|3 Cyber-security has a central role

Payment instruments are one of the primary targets 
for cyber-crime. The multi-faceted nature of this 
type of crime, which involves individuals as well 
as highly structured organisations, complicates 
efforts to prevent cyber-crime linked to payment 
instruments. Most often, fraud results from action 
by several people with very specific roles:

• developers of malware such as botnet, ransomware 
and denial of service applications;

• infrastructure managers and service providers 
enabling malware to be hosted and deployed;

• voluntary and involuntary go-betweens, also 
called mules;

• resellers of card data or other payment 
information transmitted to user networks with a 
view to committing simple payment fraud or more 
sophisticated scams such as CEO fraud.

9 A technique used to steal sensitive data, such as payment card numbers or CSCs, by, for example, sending out emails that purport to be from 
a trustworthy company or institution.
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Coordination by bodies such as Europol 
and national authorities can be effective in 
dismantling international fraud rings that 
operate, for example, by placing fake payment 
terminals with merchants or by hacking ATMs. 
The judicial authorities also note that phishing 
is one of the most extensively used methods 
by cyber-criminals to obtain information, 
whether through the mass distribution of 
scamming emails or fake websites that replicate 
actual sites.

Another challenge in the fight against cyber-attacks 
concerns the range of motivations for these crimes. 
While financial profit is usually the motivating 
factor, political motivations or economic intelligence 
goals may also play a part. Furthermore, new 
players and new solutions (initiation of payments 
using smartphones, for example) in the payment 
chain are prime targets for cyber-fraudsters and 
may give rise to money laundering and terrorist 
financing activities.

4| Conclusion: new strategies 
for the industry

Given the deep-seated changes to the payment 
card sector in recent years, future market 

strategies need to be centred around a number 
of key areas:

• continued development and implementation of 
innovation. Panellists stressed the need to continue to 
deploy contactless and mobile payments, underscoring 
the positive impact of these innovations on merchant 
sales volumes. The growth of innovation also requires 
a legal framework ensuring fair competition between 
established players and new entrants;

• strengthened “coopetition” among stakeholders 
within Europe to build harmonised services and avoid 
market fragmentation. The need for standardisation 
and interoperability across payment card structures 
was emphasised, as was the need for European 
entities to act as a counterweight to the international 
schemes. A number of speakers called for the SEPA 
for Cards initiative to be deepened;

• business models need to be overhauled in a setting 
where transactions are expected to continue to fall 
in cost to become virtually free. The decline in 
payment-related income is expected to encourage 
entities to seek new opportunities to make gains 
through ancillary services such as insurance, credit 
or loyalty programmes. This could trigger a major 
shake-up among established firms as they are forced 
to adapt to the new environment.
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Box

Conference programme

Opening address
François Villeroy de Galhau, Governor, Banque de France

Keynote speeches
Yves Mersch, Executive Board Member, European Central Bank
Mario Nava, Director for Regulation and Prudential Supervision of Financial Institutions, European Commission

Topic I: Payment cards in Europe: a changing landscape
Panel discussion: What consequences for the cards industry can be expected  
from the new regulatory framework in Europe?
Chair: Benjamin May, Partner, Aramis Law
Rita Wezenbeek, Head of Unit, Payment Systems, European Commission
Gilbert Arira, CEO, Cartes Bancaires
Scott McInnes, Senior Region Counsel, European Regulatory Affairs, MasterCard
Jörn-Jakob Röber, Senior Policy Advisor, Visa

Panel discussion: Will the latest trends in innovation revolutionise the card payment industry?
Chair: Dirk Schrade, Deputy Head, Payments & Settlement Systems Department, Deutsche Bundesbank
Matthieu Andrade, Senior Manager, Business Development Lead, Samsung Pay Europe
Claude Brun, Chair of the Cards Working Group, European Payment Council
Marc Kekicheff, Member of the Board of Managers, EMVCo.
Magnus Nilsson, Co-founder & COO, iZettle

Keynote speech: Drafting the regulations provided for by PSD2
Dirk Haubrich, Head of Consumer Protection, Financial Innovation and Payments, EBA

Topic II: Fighting against fraud in card payments
Keynote speech: Cyber-security challenges for banking and finance
Andreas Mitrakas, Head of Quality and Data Management Unit, ENISA

Panel discussion: What are the latest trends in the development of card payments fraud?
Chair: Denis Beau, Director General, Financial Stability and Market Operations, Banque de France
Jeremy King, International Director, PCI SSC
Gabriel Leperlier, Head of Continental Europe Advisory Services, Professional Services, Verizon
Antoine Sautereau, Director of Operations, Cartes Bancaires

Keynote speech: Cyber-crime and cyber-fraud
Colonel Eric Freyssinet, Advisor to the Government, Special Advisor on Cyber-Threats, French Ministry of the Interior

.../...
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Topic III : Strategic evolutions in card payments
Keynote speech: Payments – different times, different ways
Javier Santamaria, Chair, EPC & Senior Vice President, Banco Santander

Panel discussion: What are the challenges for standardisation?
Chair: Ugo Bechis, e-Payments & SEPA Advisor, UBI Banca
Margot Dor, Director, Partnerships & EU Affairs, ETSI
Arnaud Crouzet, Secretary General, NEXO
Gert Huizinga, Senior Consultant Card Solutions, ING

Panel discussion: What strategy for the development of the card payments industry in Europe?
Chair: Helmut Wacket, Head of the Market Integration Division, ECB
Narinda You, Vice Chair, EPC
Vitor Bento, Chairman, European Card Payment Association
Marc Espagnon, Head of Payment & Cash Management Division, BNP Paribas
Frédéric Mazurier, Deputy CEO, Carrefour Banque

Closing remarks
Denis Beau, Director General, Financial Stability and Market Operations, Banque de France
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Security tips for cardholder

Your habits make a direct contribution to the security of your card. Please follow these basic security 
recommendations to protect your transactions.

Be responsible

• Your card is strictly personal: do not lend it to anyone, no matter how close they are to you.
• Check regularly to see that you still have your card.
• If your card comes with a PIN, keep the code secret. Do not give it to anyone. Memorise it. 
Avoid writing it down and never keep it with your card.
• Make sure that nobody can see you enter your PIN. In particular, shield the keypad with your other hand.
• Read your statements carefully and regularly.

Be aware

When paying a merchant

• Watch how the merchant uses your card. Do not let your card out of your sight.
• Make sure to check the amount displayed on the terminal before validating the transaction.

When withdrawing cash from ATMs

• Check the appearance of the ATM. Try not to use machines that you think have been tampered with.
• Follow the instructions displayed on the ATM screen: do not let strangers distract you, even if they 
are offering their help.
• If the ATM swallows your card and you cannot retrieve it immediately from the bank branch, report it 
right away.

When making internet payments

• Protect your card number: do not store it on your computer, never write it in an ordinary e‑mail 
message and verify the security features of the merchant’s website (padlock in the lower corner of window, 
URL starting with “https”, etc.).
• Make sure you are dealing with a reputable company. Make sure that you are on the right site and read 
the general terms of sale carefully.
• Protect your computer by running the security updates offered by software editors (usually free) and 
by installing antivirus software and a firewall.

When travelling to other countries

• Find out what precautions you need to take and contact the card issuer before leaving to find out about 
card protection systems that may be implemented.
• Remember to take the international telephone numbers for reporting lost or stolen cards.
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Know what to do

If your card is lost or stolen

• Report it immediately by calling the number provided by the card issuer. Make sure to report all of 
your lost and stolen cards.
• If your card is stolen, you must also file a complaint with the police as soon as possible.

If you report a lost or stolen card promptly, you will be covered by provisions limiting your liability to 
the first EUR 150 of fraudulent payments. If you fail to act promptly, you could be liable for all fraudulent 
payments made before you report the card missing. Once you have reported a lost or stolen card, you can 
no longer be held liable.

If you see any unusual transactions on your statement,  
and your card is still in your possession

Report this promptly so that you are protected against any new fraudulent attempts using misappropriated 
card data.

Except in the event of gross negligence on your part (e.g. you let someone see your card number and/or PIN 
and this person has used your card without telling you) or if you deliberately fail to comply with your 
contractual security obligations (e.g. you have been careless enough to tell someone the card number 
and/or the PIN and this person has used your card without telling you), you must submit a claim to the 
institution that issued the card as soon as possible and within a time limit set by law, namely 13 months 
from the debit date of the contested transaction. You will not be liable. The disputed amounts must be 
immediately refunded at no charge. Note that if the card was misappropriated in a non‑European country, 
the time limit for submitting a claim is 70 days from the debit date of the contested transaction. Your card 
issuer may extend this limit, but it cannot be more than 120 days.

Naturally, in the event of fraudulent activity on your part, the protective mechanisms provided for under 
the law will not apply and you will be liable for all amounts debited before and after reporting the card 
lost or stolen, as well as any other costs resulting from these transactions (e.g. if there are insufficient 
funds in the account).
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Protection for cardholders  
in the event of unauthorised payments

The Order that transposed the Directive on Payment Services in the Internal Market, which came into force 
on 1 November 2009, amended the rules concerning the liability of holders of payment cards.

The burden of proof lies with the payment service provider. Accordingly, if a client denies having authorised 
a transaction, the payment service provider has to prove that the transaction was authenticated, accurately 
recorded, entered in the accounts and not affected by a technical breakdown or some other deficiency. The law 
strictly governs the arrangements concerning forms of proof, stating that the use of a payment instrument 
recorded by the payment service provider shall in itself not necessarily be sufficient to prove either that the 
payment transaction was authorised by the payer or that the payer failed with gross negligence to fulfil one 
or more of his or her obligations in this regard.

However, to determine the extent of the cardholder’s liability, it is necessary to identify whether the disputed 
payment transaction was carried out within the territory of the French Republic or within the European 
Economic Area (EEA).

Domestic and intra‑Community transactions

These include payment transactions made in euros or CFP francs within the territory of the French Republic.1 
They also include transactions carried out with a payment card whose issuer is located in metropolitan France, 
in the overseas departments, Saint Martin or Saint Barthelemy, on behalf of a beneficiary whose payment 
service provider is located in another State party to the EEA agreement (EU + Lichtenstein, Norway 
and Iceland), in euros or in the domestic currency of one of those States.

As regards unauthorised transactions, i.e. in practice cases of loss, theft or misappropriation (including by 
remote fraudulent use or counterfeiting) of the payment instrument, the cardholder must inform the service 
provider that he or she did not authorise the payment transaction within 13 months of the debit date. 
The provider is then required to immediately refund the payer the amount of the unauthorised payment 
transaction and, where applicable, restore the debited payment account to the state in which it would have 
been had the unauthorised payment transaction not taken place. Further financial compensation may also 
be paid. Although the maximum time for disputing transactions has been extended to 13 months, the holder 
should notify his or her payment service provider without undue delay on becoming aware of loss, theft or 
misappropriation of the payment instrument or of its unauthorised use.

A derogation from these refund rules is allowed for payment transactions carried out using personalised 
security features, such as the entry of a secret code.

1 The order to extend the provisions of the transposition order to New Caledonia, French Polynesia and the Wallis and Futuna Islands came into 
force on 8 July 2010.
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Before submitting notification to block the card

Before reporting the card lost or stolen,2 the payer could be liable for losses relating to any unauthorised 
payment transactions, up to a maximum of EUR 150, resulting from the use of a lost or stolen payment card, 
if the transaction is carried out using the card’s personalised security features. By contrast, the cardholder 
will not be liable if the personalised security features are not used to conduct the transaction.

The cardholder is not liable if the unauthorised payment transaction was carried out through the misappropriation 
of the payment instrument or data related to it without the holder’s knowledge. Similarly, the holder is not 
liable in the event that the card is counterfeited, if the card was in the possession of the holder when the 
unauthorised transaction was carried out.

However, the cardholder shall bear all the losses relating to any unauthorised payment transactions arising 
from fraudulent actions on his or her part, or from a failure to fulfil the terms of safety, use or blockage 
agreed with the payment service provider, whether with intent or through gross negligence.

If the payment service provider does not provide appropriate means to report lost, stolen or misappropriated 
cards, the client shall not be liable for any of the financial consequences, except where he or she has 
acted fraudulently. 

After submitting notification to block the card

The payer shall not bear any financial consequences resulting from the use of a card or misappropriation 
of card data after reporting the loss, theft or misappropriation.

Once again, if the holder acts fraudulently, he or she forfeits all protection and becomes liable for losses 
associated with use of the card.

Notification to block the card may be made to the payment service provider or to the entity indicated by 
the provider to the client, as applicable, in the payment service agreement or the deposit account agreement. 

Once the cardholder has notified the payment service provider that his or her card has been lost, stolen, 
misappropriated or counterfeited, the payment service provider shall supply the holder, on request and 
for 18 months after notification, with the means to prove that he or she made such notification.

Transactions outside Europe

The Payment Services Directive applies only to intra‑Community payment transactions. However, French 
legislation in place prior to adoption of the directive protected cardholders irrespective of the location 
of the beneficiary of the unauthorised transaction. It was decided to provide clients with the same 
protection as they enjoyed before. For this, the rules for domestic and intra‑Community transactions 
apply with some adjustments.

2 The law now uses the term “notification to block the payment instrument”.
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The payment transactions concerned by these adjustments include transactions made with a payment 
card whose issuer is located in metropolitan France, in the overseas departments,3 Saint Martin or 
Saint Barthelemy, on behalf of a beneficiary whose payment service provider is located in a non‑European 
State,4 no matter what currency the transaction was in. Also concerned are transactions carried out 
with a card whose issuer is located in Saint Pierre and Miquelon, New Caledonia, French Polynesia 
or Wallis and Futuna, on behalf of a beneficiary whose service provider is located in a State other 
than the French Republic, no matter what currency was used.

In such cases, the maximum amount of EUR 150 applies to unauthorised transactions performed 
using lost or stolen cards, even if the transaction was carried out without the card’s personalised 
security features.

The maximum time limit for disputing transactions has been changed to 70 days and may be 
extended by agreement to 120 days. However, the arrangements concerning immediate refunds for 
unauthorised transactions have been extended.

3 Including Mayotte since 31 March 2011.
4 That is not part of the EEA agreement (EU + Lichtenstein, Norway and Iceland).
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Missions and organisational structure of the Observatory

Articles R. 141‑1, R. 141‑2 and R. 142‑22 to R. 142‑27 of the Monetary and Financial Code lay down 
the missions, composition and operating procedures of the Observatory for Payment Card Security.

Scope

In its wording prior to 1 November 2009,1 Article L. 132‑1 of the Monetary and Financial Code defined a 
payment card as any card issued by a credit institution that enables its holder to withdraw or transfer funds. 
Because Order 2009‑866 of 15 July 2009 on the conditions governing the supply of payment services and 
creating payment institutions maintained the scope of the Observatory’s responsibilities, it was decided to keep 
the old definition and extend it to payment service providers, which are, under section I of Article L. 521‑1 of 
the Monetary and Financial Code, credit institutions, electronic money institutions and payment institutions.

Consequently, the Observatory’s remit covers cards issued by payment service providers or other assimilated 
entities2 that serve to withdraw or transfer funds. It does not cover the single‑purpose cards that may be issued 
by an undertaking without approval from the Autorité de contrôle prudentiel et de résolution (ACPR – Prudential 
Supervisory and Resolution Authority). These include cards issued by a single undertaking and accepted as 
a means of payment for goods or services determined by the undertaking itself or by merchants that have 
signed a commercial franchise agreement with it3, as well as multi‑provider cards, which are accepted, for 
the acquisition of goods or services, only at the premises of the card issuer or within a limited network of 
persons or for a limited range of goods and services under a commercial agreement with the issuer4.

Several types of payment cards on the French market come within the Observatory’s remit. A distinction is 
generally made between cards whose payment and withdrawal procedures rely on:

• a limited number of issuing and acquiring payment service providers (generally referred to as “three‑party” cards);

• a large number of issuing and acquiring payment service providers (generally referred to as “four‑party” cards).

These cards offer various functions and may be classified according to the following functional typology:

• debit cards are cards that draw on a payment account5 and enable their holders to make withdrawals or 
payments that are debited in accordance with a timeframe set out in the card issuance contract. The debit 
may be immediate (for withdrawals or payments) or deferred (for payments);

1 The article was deleted by the transposition order for the Payment Services Directive because it was not compatible with the directive, which 
sets the rules applicable to payment transactions as a function of the payment process to ensure technological neutrality with respect to different 
payment instruments.

2 Under the terms of section II of Article L. 521‑1 of the Monetary and Financial Code, assimilated entities include the Banque de France, the Institut 
d’émission des départements d’outre-mer (French overseas departments note‑issuing bank), the Treasury and the Caisse des dépôts et 
consignations.

3 These cards are exempt from the need for an approval, under point 5° of section I of Article L. 511‑7, Article L. 525‑6 and section II of Article L. 521‑3 
of the Monetary and Financial Code.

4 These cards are exempt from the need for an approval, under section II of Article L. 511‑7, Article L. 525‑5 and section I of Article L. 521‑3 of 
the Monetary and Financial Code.

5 Under the terms of section I of Article L. 314‑1 of the Monetary and Financial Code, payment accounts are accounts held in the name of one or 
more persons and used for the purpose of executing payment transactions. They are sight deposit accounts held on the books of banks and 
accounts opened on the books of other payment service providers.
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• credit cards are backed by a credit line that carries an interest rate and a maximum limit negotiated with the 
customer. These serve to make payments and/or cash withdrawals. They enable holders to pay the issuer at the 
end of a determined period (over 40 days in France). The merchant is paid directly by the issuer without delay;

• national cards serve to make payments or withdrawals exclusively with merchants established in France;

• international cards serve to make payments and withdrawals at all national or international acceptance points 
belonging to the brand or to partner issuers with which the card payment scheme has signed agreements;

• electronic purses are cards that store electronic money units. Under Article L. 315‑1 of the Monetary and 
Financial Code, “electronic money means a monetary value that is stored in electronic form, including magnetic 
form, representing a claim on the issuer, which is issued against the receipt of funds for the purposes of carrying 
out the payment transactions defined in Article L. 311‑3 and which is accepted by a natural person or legal entity 
other than the electronic money issuer”.

The above typology includes contactless payments.

Responsibilities

Pursuant to Articles L. 141‑4 and R. 141‑1 of the Monetary and Financial Code, the Observatory has a 
threefold responsibility:

• it monitors the implementation of measures adopted by issuers and merchants to strengthen payment 
card security. It keeps abreast of the principles adopted with regard to security as well as the main 
developments in this area;

• it compiles statistics on fraud on the basis of the relevant information disclosed by payment card 
issuers to the Observatory’s secretariat. The Observatory issues recommendations aimed at harmonising 
procedures for establishing fraud statistics for the various types of payment cards;

• it maintains a technology watch in the payment card field, with the aim of proposing ways of combating 
technological attacks on the security of payment cards. To this end, it collects all the available information 
that is liable to reinforce payment card security and puts it at the disposal of its members. It organises the 
exchange of information between its members while respecting confidentiality where necessary.

In accordance with Article R. 141‑2 of the Monetary and Financial Code, the Minister of the Economy 
and Finance may request the Observatory’s opinion on various issues, setting a time limit for its response. 
These opinions may be published by the Minister.

Composition

The composition of the Observatory is set out in Article R. 142‑22 of the Monetary and Financial Code. 
Accordingly, the Observatory is made up of:

• a Deputy and a Senator;

• eight general government representatives;

• the Governor of the Banque de France or his/her representative;
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• the Secretary General of the ACPR or his/her representative;

• ten representatives of issuers of payment cards, particularly bank cards, three‑party cards and 
electronic purses;

• five representatives of the Consumer Board of the National Consumers’ Council;

• five representatives of merchants, notably from the retail sector, the supermarket sector, CNP sales 
and e‑commerce;

• three qualified prominent persons chosen for their expertise.

The names of the members of the Observatory are listed in Appendix 4 to this report.

The members of the Observatory, other than the members of Parliament, those representing the State, 
the Governor of the Banque de France and the Secretary General of the ACPR, are appointed for a 
three‑year term. Their term can be renewed.

The President is appointed among the Observatory members by the Minister of the Economy and 
Finance. He or she has a three‑year term of office, which may be renewed. François Villeroy de Galhau, 
the Governor of the Banque de France, has been the President of the Observatory since 10 December 2015.

Operating procedures

In accordance with Article R. 142‑23 et seq. of the Monetary and Financial Code, the Observatory meets 
at least twice a year at the invitation of its President. The meetings are held in camera. Measures proposed 
within the Observatory are adopted by absolute majority. Each member has one vote; the President has 
the casting vote in the event of a tie. In 2003, the Observatory adopted rules of procedure that delineate 
its working conditions.

The secretariat of the Observatory, which is provided by the Banque de France, is responsible for organising 
and following up on meetings, centralising the information required for the establishment of payment 
card fraud statistics, collecting and making available to members the information required to monitor the 
security measures adopted and maintain the technology watch in the field of payment cards. The secretariat 
also drafts the Observatory’s annual report that is submitted to the Ministers of the Economy and Finance 
and transmitted to Parliament.

The Observatory may constitute working or study groups, notably when the Ministers of the Economy 
and Finance request its opinion. The Observatory defines the mandate and composition of these working 
groups by absolute majority. The working groups report on their work at each meeting of the Observatory. 
The groups may hear all persons that are liable to provide them with information that is useful to their 
mandates. The Observatory has set up two standing working groups: the first is responsible for harmonising 
and establishing fraud statistics and the second for ensuring a payment card technology watch. In 2010, 
the Observatory decided to set up a third working group to look at the question of 3D‑Secure deployment.

Given the sensitivity of the data exchanged, the members of the Observatory and its secretariat, which 
are bound by professional secrecy under Article R. 142‑25 of the Monetary and Financial Code, must 
maintain the confidentiality of the information that is transmitted to them in the course of their work. To 
this end, the Observatory’s rules of procedure stipulate the members’ obligation to make a commitment 
to the President to ensure the complete confidentiality of working documents.
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Members of the Observatory

Pursuant to Article R. 142‑22 of the Monetary and Financial Code, the members of the Observatory, other 
than the members of Parliament, those representing the State, the Governor of the Banque de France 
and the Secretary General of the ACPR, are appointed for a three‑year term by order of the Minister 
of Finance and Public Accounts. The most recent appointment order was issued on 10 December 2015.

President
François VILLEROY DE GALHAU
Gouvernor of the Banque de France

Members of Parliament
Michèle ANDRÉ
Senator
Philippe GOUJON
Deputy

Representative of the Secretary General of the ACPR
Nicolas PELIGRY
General Secretariat

Representatives of general government
Nominated on proposition by the General Secretary 
for Defence and National Security:
• The Director General of the National Agency 

for the Security of Information Systems or 
his/her representative:

 Vincent STRUBEL

Nominated on proposition by the Minister of 
the Economy, Industry and Digital Technology:
• The Senior Official for Defence and Security 

or his/her representative:
 Philippe ARMAND
 Yuksel AYDIN

• The Head of the Treasury or his/her representative:
 Isabelle BUI

• The Director General for Enterprises or 
his/her representative:

 Loïc DUFLOT
 Geoffroy HERMANN

• The Director General for Competition, Consumer 
Affairs and the Punishment of Fraud Offences 
or his/her representative:

 Vanessa BARINI

Nominated on proposition by the Minister 
of Justice:
• The Director for Criminal Affairs and Pardons 

or his/her representative:
 Emmanuelle CROCHET

Nominated on proposition by the Minister 
of the Interior:
• The Head of the Central Office for the 

Fight against Crimes Linked to Information 
and Communication Technologies or 
his/her representative:

 François-Xavier MASSON

Nominated on proposition by the Minister 
of Defence:
• The Director General of the Gendarmerie Nationale 

or his/her representative:
 Nicolas DUVINAGE
 Thomas SOUVIGNET
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Representatives of payment card issuers
Gilbert ARIRA
CEO
“CB” Bank Card Consortium
Jean DIACONO
Director
American Express France
Willy DUBOST
Director, Payment Systems and Instruments, 
Fédération bancaire français
Isabelle GUITTARD-LOSAY
Senior Counsel
BNP Paribas Personal Finance
Frédéric MAZURIER
Deputy CEO
Carrefour Banque 
Gérard NEBOUY
CEO
Visa Europe France
Christine PUYHARDY
Director, Regulation, Partnerships and 
External Relations
La Banque Postale
Caroline SELLIER
Director, Risk Management and Fraud Prevention 
Natixis Payments
Bart WILLAERT
Chairman and CEO
MasterCard France
Narinda YOU
Director – Interbank Strategy and Coordination
Crédit Agricole SA

Representatives of the Consumer Board  
of the National Consumers’ Council 
Gérard DEBENEIX
Confédération Nationale du Logement (CNL)
Bernard FILLIAT
Association pour l'Information et la Défense des 
consommateurs salariés (INDECOSA – CGT)
Hervé MONDANGE
Association Force Ouvrière Consommateurs (AFOC)
Ariane POMMERY
Head of Legal Department – Association de défense 
d’éducation et d’information du consommateur 
(ADEIC)
Sabine ROSSIGNOL
Association Léo Lagrange pour la défense 
des consommateurs (ALLDC)

Representatives of merchants’ professional 
organisations
Jean-Michel CHANAVAS
General Delegate – Mercatel
Vincent DEPRIESTER
Director – Casino Services
Philippe JOGUET
Director, Sustainable Development, CSR, Financial 
Issues – Fédération des entreprises du commerce 
et de la distribution (FCD)
Marc LOLIVIER
General Delegate – Fédération du e‑commerce 
et de la vente à distance (Fevad)
Jean-Jacques MELI
Chambre de commerce et d’industrie du Val d’Oise
Philippe SOLIGNAC
Vice‑President – Chambre de commerce et d’industrie 
de Paris

Persons chosen for their expertise
Eric BRIER
Chief Security Officer
Ingenico
Stéphane GREGOIRE
Head of Economic Affairs, Commission nationale 
de l’Informatique et des Libertés (CNIL)
David NACCACHE
Professor
École normale supérieure



Annual Report of the Observatory for Payment Card Security | 2015

A13

Appendix 5

Statistics

The following statistics were compiled from the data that the Observatory for Payment Card Security 
received from:

• the 130 members of the “CB” Bank Card Consortium, through the consortium, MasterCard and 
Visa Europe France;

• nine three-party card issuers: American Express, Banque Accord, BNP Paribas Personal Finance (Aurore, 
Cetelem and Cofinoga), Crédit Agricole Consumer Finance (Finaref and Sofinco), Cofidis, Diners Club, 
Franfinance, JCB and UnionPay.

Total number of cards in circulation in 2015: 84.2 million,

• 71.7 million four-party cards (“CB”, MasterCard, Visa);

• 12.5 million three-party cards.

Number of cards reported lost or stolen1 in 2015: approximately 870,000.

Domestic transactions involve a French issuer and a French accepting merchant. Until 2009, international 
transactions were divided into two categories: French issuer/foreign acceptor and foreign issuer/French 
acceptor. Since 2010, the Observatory has separated international transactions into transactions inside and 
outside SEPA. As a result, international transactions are now divided into four types: French issuer/foreign 
non-SEPA acceptor, foreign non-SEPA issuer/French acceptor, French issuer/foreign SEPA acceptor, foreign 
SEPA issuer/French acceptor.

1 Cards reported lost or stolen and for which at least one fraudulent transaction was recorded.
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Table 1

The payment card market in France in 2015 – Issuance
(volume in millions; value in EUR billions)

French issuer,  
French acceptor 

French issuer,  
foreign SEPA acceptor 

French issuer,  
foreign non-SEPA 

acceptor

Volume Value Volume Value Volume Value

Four-party cards

Face-to-face payments and UPT 8,642.17 356.87 186.19 10.59 49.18 4.17

CNP payments excluding internet 17.19 1.99 22.24 1.19 2.01 0.36

CNP internet payments 839.24 62.51 156.02 8.83 36.51 2.06

Withdrawals 1,465.56 121.33 31.02 3.46 20.91 3.09

Total 10,964.16 542.70 395.47 24.07 108.61 9.68

Three-party cards

Face-to-face payments and UPT 103.91 11.55 4.62 0.67 5.12 0.89

CNP payments excluding internet 4.26 0.46 2.90 0.15 0.29 0.05

CNP internet payments 6.99 1.00 3.34 0.57 0.86 0.14

Withdrawals 2.89 0.26

Total 118.04 13.26 10.85 1.39 6.26 1.08

Grand total 11,082.20 555.96 406.32 25.46 114.87 10.76

Source: Observatory for Payment Card Security.

Table 2

The payment card market in France in 2015 – Acceptance
(volume in millions; value in EUR billions)

French issuer,  
French acceptor 

Foreign SEPA issuer, 
French acceptor 

Foreign non-SEPA 
issuer,  

French acceptor

Volume Value Volume Value Volume Value

Four-party cards

Face-to-face payments and UPT 8,642.17 356.87 196.54 12.95 76.97 8.90

CNP payments excluding internet 17.19 1.99 4.11 0.99 1.97 0.88

CNP internet payments 839.24 62.51 43.46 4.67 16.43 2.77

Withdrawals 1,465.56 121.33 22.38 3.63 8.69 2.04

Total 10,964.16 542.70 266.49 22.25 104.06 14.58

Three-party cards

Face-to-face payments and UPT 103.91 11.55 10.93 1.70 9.69 4.68

CNP payments excluding internet 4.26 0.46 0.61 0.05 0.21 0.05

CNP internet payments 6.99 1.00 1.55 0.20 0.45 0.11

Withdrawals 2.89 0.26 0.63 0.30

Total 118.04 13.26 13.09 1.95 10.99 5.14

Grand total 11,082.20 555.96 279.58 24.20 115.06 19.72

Source: Observatory for Payment Card Security.
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Table 3

Breakdown of four-party card fraud by type of transaction, type of fraud and geographical zone 
in 2015 – Issuance
(volume in thousands; value in EUR thousands)

French issuer,  
French acceptor 

French issuer,  
foreign SEPA acceptor 

French issuer,  
foreign non-SEPA 

acceptor

Volume Value Volume Value Volume Value

Face-to-face payments and UPT 512.0 32,076.0 71.1 7,310.3 117.5 24,208.4

Lost or stolen cards 497.6 31,428.2 51.9 4,112.6 19.3 4,123.7

Intercepted cards 6.8 456.3 0.6 59.3 0.1 9.7

Forged or counterfeit cards 6.4 104.0 6.9 1,286.8 84.5 17,101.3

Misappropriated numbers 0.2 35.2 8.8 1,478.0 8.7 2,006.9

Other 0.9 52.3 3.0 373.5 5.0 966.7

CNP payments excluding internet 49.1 4,692.7 206.3 18,561.2 47.2 9,232.4

Lost or stolen cards 0.3 20.7 22.5 2,473.0 6.4 1,393.0

Intercepted cards 0.0 0.0 0.0 3.9 0.0 0.7

Forged or counterfeit cards 0.0 1.0 4.2 547.7 2.0 502.8

Misappropriated numbers 48.7 4,669.7 178.9 15,502.5 38.5 7,317.0

Other 0.0 1.3 0.6 34.1 0.3 18.9

CNP internet payments 1,366.7 144,099.6 1,294.2 87,390.1 196.5 20,605.7

Lost or stolen cards 0.6 124.2 106.7 7,809.4 18.2 2,021.2

Intercepted cards 0.0 0.1 0.2 11.2 0.1 5.4

Forged or counterfeit cards 0.0 3.3 24.1 2,399.8 4.9 547.2

Misappropriated numbers 1,366.1 143,970.8 1,160.8 76,960.2 172.8 17,979.3

Other 0.0 1.2 2.4 209.5 0.6 52.7

Withdrawals 132.4 39,582.1 4.8 1,138.5 105.5 18,126.8

Lost or stolen cards 130.8 39,268.4 3.7 890.5 6.6 1,136.7

Intercepted cards 0.7 206.3 0.1 28.4 0.0 6.2

Forged or counterfeit cards 0.0 5.6 0.7 148.6 96.6 16,626.0

Misappropriated numbers 0.0 2.7 0.1 12.1 1.1 171.1

Other 0.8 99.1 0.2 59.0 1.1 186.8

Total 2,060.2 220,450.3 1,576.3 114,400.1 466.7 72,173.2

Source: Observatory for Payment Card Security.
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Table 4

Breakdown of four-party card fraud by type of transaction, type of fraud and geographical zone 
in 2015 – Acceptance
(volume in thousands; value in EUR thousands)

French issuer,  
French acceptor 

Foreign SEPA issuer, 
French acceptor 

Foreign non-SEPA 
issuer,  

French acceptor

Volume Value Volume Value Volume Value

Face-to-face payments and UPT 512.0 32,076.0 40.6 4,564.2 108.2 20,857.0

Lost or stolen cards 497.6 31,428.2 23.2 2,170.7 16.8 3,685.2

Intercepted cards 6.8 456.3 0.9 91.0 0.5 118.1

Forged or counterfeit cards 6.4 104.0 5.5 414.3 76.4 13,794.2

Misappropriated numbers 0.2 35.2 9.8 1,696.8 13.6 2,914.8

Other 0.9 52.3 1.2 191.5 0.9 344.7

CNP payments excluding internet 49.1 4,692.7 29.2 7,354.3 25.7 10,198.1

Lost or stolen cards 0.3 20.7 1.3 172.8 1.3 338.5

Intercepted cards 0.0 0.0 0.0 4.8 0.0 14.8

Forged or counterfeit cards 0.0 1.0 1.7 334.8 3.6 1,302.6

Misappropriated numbers 48.7 4,669.7 25.9 6,824.8 20.5 8,394.4

Other 0.0 1.3 0.2 17.1 0.3 147.8

CNP internet payments 1,366.7 144,099.6 118.1 22,767.6 145.2 31,951.2

Lost or stolen cards 0.6 124.2 2.1 217.5 5.0 1,063.4

Intercepted cards 0.0 0.1 0.1 24.7 0.2 47.6

Forged or counterfeit cards 0.0 3.3 2.2 379.1 11.8 2,422.8

Misappropriated numbers 1,366.1 143,970.8 112.7 21,980.6 126.4 28,125.7

Other 0.0 1.2 1.0 165.7 1.8 291.7

Withdrawals 132.4 39,582.1 3.4 891.6 2.9 1,620.9

Lost or stolen cards 130.8 39,268.4 3.0 797.7 0.8 262.5

Intercepted cards 0.7 206.3 0.0 14.5 0.0 1.3

Forged or counterfeit cards 0.0 5.6 0.2 45.9 1.5 340.3

Misappropriated numbers 0.0 2.7 0.1 19.5 0.0 11.2

Other 0.8 99.1 0.1 14.0 0.6 1,005.7

Total 2,060.2 220,450.3 191.4 35,577.7 282.1 64,627.3

Source: Observatory for Payment Card Security.
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Table 5

Breakdown of three-party card fraud by type of transaction, type of fraud and geographical zone 
in 2015 – Issuance
(volume in thousands; value in EUR thousands)

French issuer,  
French acceptor 

French issuer,  
foreign SEPA acceptor 

French issuer,  
foreign non-SEPA 

acceptor

Volume Value Volume Value Volume Value

Face-to-face payments and UPT 4.64 2,573.70 1.72 682.89 5.52 1,574.87

Lost or stolen cards 1.04 399.08 0.21 89.63 0.43 156.19

Intercepted cards 0.71 494.44 0.14 57.66 0.04 7.07

Forged or counterfeit cards 0.34 74.38 0.39 123.33 3.63 815.24

Misappropriated numbers 0.43 137.83 0.88 383.55 1.41 596.16

Other 2.11 1,467.97 0.10 28.73 0.01 0.21

CNP payments excluding internet 1.22 382.21 3.84 148.85 1.19 241.39

Lost or stolen cards 0.05 11.72 0.01 0.86 0.01 0.76

Intercepted cards 0.00 0.98 0.00 0.00 0.00 0.00

Forged or counterfeit cards 0.01 0.38 0.03 3.79 0.05 8.44

Misappropriated numbers 1.11 329.03 3.77 143.09 1.12 226.13

Other 0.05 40.10 0.03 1.11 0.01 6.05

CNP internet payments 4.74 1,186.75 16.94 1,617.68 2.61 468.30

Lost or stolen cards 0.20 38.09 0.17 14.64 0.02 5.07

Intercepted cards 0.06 4.84 0.01 1.93 0.00 0.03

Forged or counterfeit cards 0.03 3.71 0.10 30.53 0.08 15.97

Misappropriated numbers 4.23 1,037.68 16.58 1,527.55 2.49 443.32

Other 0.22 102.42 0.08 43.03 0.02 3.91

Withdrawals 1.38 243.41 – – – –

Lost or stolen cards 1.30 198.90 – – – –

Intercepted cards 0.05 10.02 – – – –

Forged or counterfeit cards 0.03 34.49 – – – –

Misappropriated numbers 0.00 0.00 – – – –

Other 0.00 0.00 – – – –

Total 11.97 4,386.07 22.50 2,449.42 9.32 2,284.56

Source: Observatory for Payment Card Security.
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Table 6

Breakdown of three-party card fraud by type of transaction, type of fraud and geographical zone 
in 2015 – Acceptance
(volume in thousands; value in EUR thousands)

French issuer,  
French acceptor 

Foreign SEPA issuer, 
French acceptor 

Foreign non-SEPA 
issuer,  

French acceptor

Volume Value Volume Value Volume Value

Face-to-face payments and UPT 4.64 2,573.70 0.55 211.54 3.50 1,888.78

Lost or stolen cards 1.04 399.08 0.06 43.38 0.57 313.46

Intercepted cards 0.71 494.44 0.17 54.43 0.01 2.90

Forged or counterfeit cards 0.34 74.38 0.06 10.83 2.49 1,351.82

Misappropriated numbers 0.43 137.83 0.09 57.38 0.36 152.95

Other 2.11 1,467.97 0.17 45.52 0.06 67.65

CNP payments excluding internet 1.22 382.21 0.53 321.38 1.16 622.24

Lost or stolen cards 0.05 11.72 0.00 0.59 0.02 6.96

Intercepted cards 0.00 0.98 0.00 0.00 0.00 2.11

Forged or counterfeit cards 0.01 0.38 0.02 2.39 0.11 34.00

Misappropriated numbers 1.11 329.03 0.50 310.75 1.00 540.69

Other 0.05 40.10 0.01 7.65 0.04 38.49

CNP internet payments 4.74 1,186.75 2.60 808.08 9.85 2,525.34

Lost or stolen cards 0.20 38.09 0.01 4.53 0.25 49.76

Intercepted cards 0.06 4.84 0.00 0.35 0.16 29.95

Forged or counterfeit cards 0.03 3.71 0.11 22.12 0.70 140.24

Misappropriated numbers 4.23 1,037.68 2.46 774.02 8.65 2,272.98

Other 0.22 102.42 0.01 7.07 0.10 32.40

Withdrawals 1.38 243.41 – – – –

Lost or stolen cards 1.30 198.90 – – – –

Intercepted cards 0.05 10.02 – – – –

Forged or counterfeit cards 0.03 34.49 – – – –

Misappropriated numbers 0.00 0.00 – – – –

Other 0.00 0.00 – – – –

Total 11.97 4,386.07 3.67 1,341.00 14.52 5,036.36

Source: Observatory for Payment Card Security.
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Definition and typology of payment card fraud

Definition of fraud

For the purposes of drawing up statistics, the Observatory considers that the following acts constitute 
fraud: all acts that contribute to the preparations for illegitimate use and/or illegitimate use of payment 
cards or data stored on them:

• that cause harm to the account‑holding bank, be it the bank of the cardholder or of the acceptor (e.g. merchant 
or general government agency, on its own account or within a payment scheme),1 the cardholder, acceptor, 
issuer, insurer, trusted third parties or any parties involved in the chain of design, manufacture, transport, 
or distribution of physical or logical data that could incur civil, commercial or criminal liability;

• irrespective of:
 – the methods used to obtain, without lawful reason, cards or data stored on them (theft, taking 

possession of cards, physical or logical data, personalisation data and/or misappropriation of secret 
codes and/or security codes, magnetic stripe and chip hacking),

 – the procedures for using cards or the data stored on them (payments or withdrawals, face‑to‑face or 
card‑not‑present, via physical use of the card or the card number, via UPTs, etc.),

 – the geographical area of issuance or use of the card and the data held on it:
 ‑ French issuer and card used in France,
 ‑ foreign issuer within SEPA and card used in France,
 ‑ foreign issuer outside SEPA and card used in France,
 ‑ French issuer and card used abroad within SEPA,
 ‑ French issuer and card used abroad outside SEPA;

 – the type of payment card,2 including electronic purses;

• whether or not the fraudster is a third party, the account‑holding bank, the cardholder him/herself 
(for example, using the card after it has been declared lost or stolen, or wrongfully terminating transactions), 
the acceptor, the issuer, an insurer, a trusted third party, etc.

1 In the case of the internet, the acceptor may be different from the service provider or a trusted third party (payments, donations made by internet 
users wishing to support a website, cause, etc.).

2 As defined by Article L. 132‑1 of the Monetary and Financial Code as worded prior to 1 November 2009.
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Fraud typology

The Observatory has in addition defined a fraud typology that makes distinctions in the following categories.

Origin of fraud:

• lost or stolen cards: the fraudster uses a payment card following card theft or loss;

• intercepted cards: cards may be intercepted when sent by issuers to lawful cardholders. While this 
type of origin is similar to theft or loss, it is nonetheless different because it is not easy for a cardholder 
to ascertain that a fraudster is in possession of a card that belongs to him/her; it also entails risks specific 
to procedures for sending cards;

• forged or counterfeit cards: an authentic payment card may be falsified by modifying magnetic stripe 
data, embossing or programming. Creating a counterfeit card means creating an object that appears 
to be an authentic payment card and/or is capable of deceiving UPTs or a person. For payments made 
via UPTs, counterfeit cards incorporate the data required to deceive the system. In face‑to‑face transactions, 
counterfeit cards present certain security features found on authentic cards (including visual appearance), 
incorporate data stored on authentic cards, and are intended to deceive acceptors;

• misappropriated numbers: a cardholder’s card number is taken without his/her knowledge or created 
through card number generation (see fraud techniques) and used in card‑not‑present transactions;

• unallocated card numbers: use of a true PAN3 that has not been attributed to a cardholder, generally 
in card‑not‑present transactions.

Fraud techniques:

• skimming: technique that consists in copying the magnetic stripe of a payment card using an illegal card 
reader known as a skimmer embedded in merchants’ payment terminals or ATMs. The PIN may also be 
captured visually, using a camera or by tampering with the keypad of a payment terminal. Captured data 
are then re‑encoded onto the magnetic stripe of a counterfeit card;

• phishing: technique used by criminals to obtain personal data, chiefly through unsolicited emails that 
take users to fraudulent websites that look like trusted ones;

• identity theft: fraudulent acts linked to payment cards and involving the use of another person’s identity;

• wrongful repudiation: a cardholder, acting in bad faith, disputes a valid payment order that he/she initiated;

• hacking automated machines: techniques that consist in placing card duplication devices in UPTs 
or ATMs;

• hacking automated data systems, servers or networks: fraudulent intrusion into these systems;

• card number generation: using issuers’ own rules to create payment card numbers that are then used 
in fraudulent transactions.

3 Personal Account Number.
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Types of payment:

• face‑to‑face payment, carried out at a point of sale or UPT;
• card‑not‑present payment carried out online, by mail, by fax/telephone, or any other means;
• withdrawal (withdrawal from an ATM or any other type of withdrawal).

The geographical area of issue or use of the card or of the data encoded 
on the card:

• the issuer and acquirer are both established in France. In this case, the transaction is qualified as national 
or domestic. However, for card‑not‑present payments, the fraudster may operate from abroad;
• the issuer is established in France and the acquirer is abroad within SEPA;
• the issuer is established in France and the acquirer is abroad outside SEPA;
• the issuer is established abroad within SEPA and the acquirer is in France;
• the issuer is established abroad outside SEPA and the acquirer is in France.

Merchant sector of activity for CNP payments:

• food: groceries, supermarkets, superstores;
• account loading, person to person sales: sites enabling online sales between private individuals;
• insurance;
• general and semi‑general trade: textiles/apparel, department stores, mail‑order sales, private sales;
• household goods, furnishings, DIY;
• online gaming;
• technical and cultural products: IT hardware and software, photographic equipment, books, CDs/DVDs;
• health and beauty;
• personal and professional services: hotels, rental services, box office, charities, office equipment, 
courier service;
• telephony and communication: telecommunication/mobile telephony hardware and services;
• travel, transportation: rail, air, sea;
• miscellaneous.
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